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[Tpuka3 @enepanbHOM CiTyKObI 10 TEXHUYECKOMY M SKCIIOPTHOMY KOHTpouto oT 11 ¢eBpansa 2013 r. N 17
"O06 yrBepxkaeHun TpeboBanuii o 3amuTe MHPOPMAIIMH, HE COCTABIISIONICH roCy1apCTBEHHYIO TalHY,
coJiepKallieiicsi B TOCy1apCTBEHHBIX MH(OPMAIIMOHHBIX cucTeMax" (C U3MEHEHUSIMU U JIOTIOJTHEHUSIMU )

C u3MeHeHHMSIMH U IONOJTHEHUSIMH OT:

15 despans 2017 ., 28 mas 2019 r.

B cootBercTBHM € "acThio 5 ctatbu 16 @enepanbHoro 3akona ot 27 urons 2006 r. N 149-03 "O6
uH(popMalnu, UHPOPMALIMOHHBIX TEXHOJOTUSAX U 0 3amuTte uHpopmaun" (CoOpaHue 3aKOHOATEIbCTBA
Poccuiickoit ®@enepauu, 2006, N 31, ct. 3448; 2010, N 31, ct.4196; 2011, N 15, cr. 2038; N 30,
ct. 4600; 2012, N 31, cr.4328) u Ilonoxenuem o PDenepanbHON CayKOe MO TEXHHUYECKOMY |
HKCIIOPTHOMY KOHTPOJIIO, YTBepKIeHHBbIM Yka3oMm llpe3unenta Poccuiickoit @enepanuu ot 16 aBrycra
2004 r. N 1085 (Cobpanue 3akononatenbcTBa Poccutickont @enepamuu, 2004, N 34, ct. 3541; 2006, N 49,
cT. 5192; 2008, N 43, ct. 4921; N 47, ct. 5431; 2012, N 7, ct. 818), npuxasbiBao:

1. VYTBepmuTe mnpunaraempie [peGoBanus o 3ammTe HHGOpPMANMU, HE COCTABISIONICH
TOCYIapCTBEHHYIO TaliHY, COJIEpPIKAIICICs B TOCYapCTBEHHBIX HHPOPMAITMOHHBIX CHCTEMaX.

2. YCTaHOBUTH, YTO yKa3aHHbIE B ITyHKTE | HacTosAlIero npukasa TpeOoBaHUS TPUMEHSIOTCS IS
3amUThl MHOOPMAIIUY B TOCYIAPCTBCHHBIX HH(POPMAIIMOHHBIX cucTeMax ¢ 1 ceHtsops 2013 r.

Hupextop DenepanbHOM B. Cenun
CITY>KOBI TI0 TEXHHYECKOMY
1 DKCIIOPTHOMY KOHTPOJIIO

3apeructpupoBano B Muntocte PO 31 mas 2013 r.
Peructpanuonnsiit N 28608

APAHT:

Hacrosimue TpeGoBaHMs  NPUMEHAIOTCS  JUId  3alUUThl  MHGOpMAlMM B  TOCYJapCTBEHHBIX
nH(pOpPMaMOHHBIX cucTeMax ¢ 1 cenTsiops 2013 r.

TpeodoBanus
0 3aIuTe MHPOPMALMH, HEe COCTABJ/IAIONICH IOCYAaPpCTBEHHYIO TaliHY, COep Kalleiics B
rocy1apCcTBeHHbIX HHGOPMAIMOHHBIX CHCTEMAaX
(yTB. nipukazom PegepanbHOil C1yKObI 10 TEXHHYECKOMY U IKCIIOPTHOMY KOHTPOJII0
ot 11 ¢peBpans 2013 r. N 17)

C n3MeHeHHSIMH H JTONOJTHEHUSAMH OT:

15 depans 2017 r., 28 mas 2019 r.
T'APAHT:

CMm. Metonnueckuii 1okymMeHT "Mepsl 3amiuThl HHPOPMAIMK B FOCYIapCTBEHHBIX MH(POPMAIIMOHHBIX
cucremax", yreepxkaeHHbiii @CTOK Poccun 11 despans 2014 r.

I. O0mue moJ1oxeHus

1. Hacrosimue TpeGoBanus pa3paboTaHbl B COOTBETCTBUM ¢ DejiepanbHBIM 3aKOHOM OT 27 WO
2006 r. N 149-®3 "O6 wundopmaiyu, WHPOPMALMOHHBIX TEXHOJOTHSX W O 3amuTe HHpopmaruu"
(Cobpanme 3akononarenscTBa Poccuiickoit deneparuun, 2006, N 31, ct. 3448; 2010, N 31, cT. 4196; 2011,
N 15, ct.2038; N 30, ct. 4600; 2012, N 31, cT.4328), a Takke C y4eTOM HAIlMOHAIBHBIX CTaHIAPTOB
Poccuiickoit deneparnuu B 00acTu 3aiuThl UHPOPMAIIUA U B O0JACTH CO3JaHUSI aBTOMAaTHU3UPOBAHHBIX
CUCTeM (JaJiee - HallMOHAIbHBIE CTaHIAPTHI).

2. B 1okymeHTe yCTaHABIMBAIOTCS TpPeOOBaHUS K OOECIICUCHUIO 3alUThl HHGOPMAIII
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OTPaHUYEHHOTO JIOCTYIIa, HE COJEpXKAIIei CBENEHUs, COCTABIIIONINE TOCYIAPCTBCHHYIO TaiiHy (majnee -
uHpOpMaLKs), OT yTEUYKH MO TEXHHYECKUM KaHajaM, HECAaHKIIMOHWPOBAHHOTO JIOCTYMA, CIEIUAIBHBIX
BO3JICUCTBUI Ha TaKyr MHpOpManuio (HOCUTEIM MH(GOPMAIMHK) B MENIX €€ JOObIBaHUS, YHUUTOKCHHUSI,
UCKaXCHUS WK OJOKMPOBAHUS JOCTYIA K HEel (anee - 3ammTa nHGOpMaIun) Ipu 00padoTKe yKa3aHHOK
UH(POPMAIIUU B TOCYIapCTBEHHBIX HH()OPMAIIMOHHBIX CUCTEMAaX.

Hacrosimue TpeOoBaHWs MOTYT NPUMEHATHCA IS 3alIMTHl  OOLIENOCTYMHON HH(pOpMAaLUH,
coJiepKalIeiics B TOCY/IapCTBEHHBIX WH(OPMAIIMOHHBIX CHCTEMAX, JUIS JOCTHKCHHS 1Ieliei, yKa3aHHbBIX B
nynkrax | u 3 gactu 1 craten 16 @enepanpHoro 3akona ot 27 uroiist 2006 r. N 149-03 "O6 undopmarnmu,
UH(POPMAIMOHHBIX TEXHOJIOTHAX H O 3alUTe HHPopManuu'.

B nokymenTe He paccMaTpuBalOTCs TpeOOBaHUS O 3alIUTe HWHPOPMAILUMH, CBS3aHHBIE C
NPUMEHEHHEM  KPUNTOTPaQHUUECKUX  METOJNOB  3amuThl  MHGQoOpMamMu W IMUPPOBAIBHBIX
(kpunTorpauUecKux) CpeACTB 3aIUTHI HHPOPMALIUH.

Wndopmarus 06 H3MEHEHHSX:
Ipuxazom @CTIK Poccuu om 15 ¢pespans 2017 2. N 27 6 nynkm 3 6Hecervl usMeHeHUs]

Cm. mexkcm nyHkma 6 npeovioyujeli peoaxyuu

3. Hacrosimue TpeOoBaHus SBIAIOTCA 00s3aTeIbHBIMH TIpH  00paboTke wuHOpMaUu B
rOCYJapCTBEHHBIX HMH(POPMAIIMOHHBIX CHCTeMaX, (YHKIMOHUPYIOIIUX Ha Tepputopun Poccuiickoi
Oenepalyiv, a TaKkKe B MYHHUIMNAIbHBIX HH()OPMALIMOHHBIX CUCTEMax, €CIM HHOE HE YCTaHOBIEHO
3akoHoJaTenbcTBOM Poccuiickor denepanvii 0 MECTHOM CaMOYITPABIICHUU.

Hacrosume TpeboBanus He pacpOCTPaHSAIOTCSA Ha FOCYAapCTBEHHbIE HH()OPMALIMOHHBIE CUCTEMBI
Anmvunuctpanuu [Ipesunenra Poccuiickoit deneparuu, Cosera bezonacnoctu Poccuiickoit denepanuu,
OenepansHoro  CobOpanus Poccuiickori  ®eneparnuu, IlpaButensctBa Poccmiickoit  ®eneparum,
Koncrurynnonnoro Cyna Poccuiickoit ®enepanuu, BepxoBHoro Cyna Poccuiickoit ®enepauuu u
®DenepanbHOil cimy)k0b1 6e30macHocTH Poccuiickoit denepanuu.

4. Hacrosmue TpeOoBanus mnpeqHasHaueHbl Il oOnaxarteneil mHOpMaIMM, 3aKa3dyUKOB,
3aKJTIOUMBIINX TOCYJAPCTBEHHBI KOHTPAKT HA CO3JaHHE TOCYJapCTBEHHON MH(DOPMAIIMOHHOW CHCTEMBI
(manee - 3aKa34MKM) U OMEPATOPOB FOCYAAPCTBEHHBIX MHPOPMAITMOHHBIX CUCTEM (HaJiee - ONePaTOPHhI).

Jluno, oOpabaTeiBaromiee MHGOPMAIUIO, SIBISIFOIIYIOCS TOCYIApCTBEHHBIM HH(GOPMAIMOHHBIM
pecypcoM, TIO TOpy4YeHHUI0 obOnamatenss wuHpoOpManuu (3aKa3uMka) WM omepatopa W (WIK)
NPEJOCTABIAIONIEE MM BBIYMCIUTEIbHBIE pPECypchl (MOIIHOCTH) Al 00paboTku uHGpOpMalUM Ha
OCHOBaHWHU 3aKJIIOYEHHOTO JIOTOBOpa (lajgee - YIOJIHOMOYEHHOE JIMI0), OOECIEYMBAET 3alUTYy
UHPOpPMALlUM B COOTBETCTBMM C 3akoHOjarenbcTBOM Poccuiickoit ®enepaunu 006 wuHbopmanmu,
MH(OPMALIMOHHBIX TEXHOJIOTHSX M O 3amuTe MHpopmauuu. B noroBope nomkHa ObITH MpeaycMOTpeHa
0053aHHOCTh  YIOJHOMOYEHHOIO  JHIa oOecrneuuBaTh  3alIUTy  HMHGOpMAIMM,  SBISIOIIEHCS
rocy/1apCTBEHHBIM MH(OPMaIMOHHBIM PECYPCOM, B COOTBETCTBUHU C HACTOSIIMMU TpeOoBaHUSMU.

5. Ilpu o0OpaboTke B rocyJapCTBEHHOH MH()OPMAIMOHHONW cHUCTeMe MH(OpMAaLUH, cojaeprKalei
NEepCOHAIbHBIE JaHHble, HacTosiue TpeboBaHMS NPUMEHSIOTCS Hapsily ¢ TpeOoBaHMSMU K 3allluTe
MEPCOHANBHBIX JAaHHBIX MPU HX 00paboTKe B WH(GOPMAIMOHHBIX CUCTEMax IEPCOHATIBHBIX aHHBIX,
yTBepXACHHbIX NocTaHosieHneM [IpaButenbctBa Poccuiickoit @enepanuu ot 1 HosiOps 2012 . N 1119
(Cobpanue 3axononarenscTBa Poccuiickoit @enepanun, 2012, N 45, ct. 6257).

6. 1o pemennto obnamarens mHbopMaIu (3aKa3unKa) WU orepaTopa Hactosmue TpeGoBaHus
MOTYT NPUMEHSATHCS /IS 3aIUThHl MHPOPMALIUH, COJIEpIKaILEICs B HEroCyIapCTBEHHBIX HH(POPMALMOHHBIX
CUCTEMaX.

7. 3amuTa uHGOpMaINK, coepIKalleicsl B rocy1apcTBEeHHON HH(OpPMAIIMOHHOM cucTteMe (fanee -
uH(pOpMallMOHHAsT cucTeMa), OOecleyuBaeTcsi MyTeM BbBIOJHEHUS oO0ianareneM HH(OpMalUH
(3aKa34MKoM) U (WJIM) ONEpaTOPOM TpeOOBaHMH K OpraHU3aIMM 3alIUThl HH(POPMAIIUHU, COIEepIKaIEHCs B
MH(GOPMAllMOHHOM cucTeMe, W TpeOOBaHMHW K MepaM 3alluThl HUHGOpPMalLlUU, CojAepKalleics B
UH(POPMALIMOHHOM CUCTEME.
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II. TpeGoBaHus K OpraHu3anMy 3a1IUTHI HHpOpManH, coAepKaleiics B HHPpOpManoOHHOI
cucreme

8. B undopmaionHoil cuctemMe 00bEKTaMU 3aLIUTHI SABJISIOTCS HHGOpMAIUs, coAepxKallasics B
WH(GOPMAIIMOHHON CHUCTEME, TEXHUYECKUE CPEICTBA (B TOM YHCJIE CPEICTBA BHIYMCIUTEIBHON TEXHHKH,
MAaIlIMHHbIE HOCUTENH HH(OpPMAlMH, CPEeICTBA W CUCTEMbl CBA3M M IMepelaud JaHHBIX, TEXHUYECKHE
cpenctBa o0paboTku  OykBeHHO-IM(pOBOW, Tpaduyeckoil, BHACO- © pedeBol wuHDOpMaUN),
o0uiecrucTeMHOe, MPUKJIAIHOE, ClIeUaIbHOE IporpaMMHoe odecrieuenre, nH(GOpMalnOHHbIE TEXHOJOTHH,
a TaKk)Ke CpeJICTBA 3aIUTHl HHPOPMAITUH.

9. Jlns obGecrneueHusi 3amuThl HHPOpPMAIMK, CcoJepkalieiics B HMH(DOpPMalMOHHOW CHCTEME,
OTepaToOpoOM Ha3HAYaeTCs CTPYKTYpHOE TOApa3AelieHUe WIH JODKHOCTHOE JHUIo (paboTHUK),
OTBETCTBEHHBIC 32 3aIIUTY UHPOPMAIIHIH.

10. JIns mpoBemeHus pabOT Mo 3amuTe WHPOPMAIMH B XOJE CO3JaHUS M OIKCIUTyaTalluu
nH(GOPMaLMOHHON cHUCTEeMBbl oOsiaaTenieM HH(OpManuK (3aKa3uUKOM) U ONEPATOPOM B COOTBETCTBHH C
3aKOHOJATENBCTBOM Poccmiickoii ®Penepannu mpu  HEOOXOAMMOCTH TPUBIICKAIOTCS OpraHU3alHH,
UMEIOIINE JIMICH3UI0 Ha JAESITeIbHOCTh MO TEXHUYECKOW 3amuTe KOHGUACHIHATbHOW HMH(pOpMAIUU B
cootBeTcTBUU ¢ Desepanbubiv 3akoHOM OT 4 Mast 2011 r. N 99-®3 "O nuieH3upoBaHUU OTACIBHBIX
BUNOB JnesrenbHocTH" (CoOpanue 3akoHomarenbcTBa Poccmiickoit ®depepanum, 2011, N 19, cr. 2716;
N 30, ct. 4590; N 43, ct. 5971; N 48, cT. 6728; 2012, N 26, c1. 3446; N 31, ct. 4322; 2013, N 9, ct1. 874).

11. JIns oOecnedeHus 3amuThl HHDOpMaIMU, colepskamieiicss B MHGOPMAIMOHHON CHCTEME,
NPUMCHSIOTCS CPEACTBA 3aIIUThl  HMH(DOpPMAIMM, TPOMICANINE OICHKY COOTBETCTBHS B Qopme
00s3aTeNnpHOM  cepTU(UKAIMM HAa COOTBETCTBUE TpeOOBaHUSAM IO O€30MacHOCTH HH(OpPMALUKU B
COOTBETCTBUM cO crathell 5 denepanpHoro 3akoHa ot 27 nekadps 2002 r. N 184-®d3 "O TexHHUUECKOM
perynupoBanuu" (Cobpanue 3akonomarensctBa Poccuiickoit ®@eneparnuu, 2002, N 52, cr. 5140; 2007,
N 19, ct.2293; N 49, ct. 6070; 2008, N 30, ct. 3616; 2009, N 29, ct.3626; N 48, cr. 5711; 2010, N 1,
cT. 6; 2011, N 30, c1. 4603; N 49, cT. 7025; N 50, cT. 7351; 2012, N 31, c1. 4322; 2012, N 50, cT. 6959).

Undopmarus 06 n3MEHEHUAX:
Ipuxazom @CTIK Poccuu om 15 ¢pespans 2017 2. N 27 6 nynkm 12 énecervl uzmeHemust

Cm. mexkcm nyHkma 8 npeovloyujeti peoaxyuu

12. 3amura uHpOpManuu, coaeprKamieiics B MHPOPMAIIMOHHON CHCTEME, SIBISETCS COCTaBHOM
4acThl0 pabOT MO CO3AAHUIO M 3KCIUTyaTallud MH(POPMALMOHHOM CHUCTeMbl M 0oOecreuuBaeTcs Ha BCeX
CTamusaxX (dTamax) ee CO3/MaHus, B XOJle HKCIUTyaTalldd W BBIBOJA M3 SKCIUTyaTalldid IyTeM MPHHSTHS
OpPraHU3allMOHHBIX M TEXHUYECKMX Mep 3allUThl HH()OPMALMM, HANpaBJICHHbIX Ha OJOKMpPOBAaHUE
(HeiTpanu3anuio) yrpo3 6e3onacHocTH WH(poOpMaIuu B WHGOPMAIIMOHHON CHCTEME, B PaMKax CHCTEMbI
(moacucTeMbl) 3aUThl HH(DOpPMALIUK WH(OPMALIMOHHON CUCTEMBI (J1ajiee - cucTeMa 3alIuThl HHpOpMaIIH
MH(OPMALIMOHHON CUCTEMBI).

OpraHu3anvoHHbIE U TEXHUYECKHE MEpPHI 3allIUThl MH(OpMAIMH, peau3yeMble B paMKaX CHUCTEMbI
3amUThl “HpOpMAIM WHPOPMAIMOHHOW CHCTEMBI, B 3aBUCHMOCTH OT HH(OpMAIUH, CoIepkKalieics B
UHPOPMALIMOHHOM cucTeme, Lenel co3laHus MHPOPMALMOHHOM CHCTEMBbl M 3aay, peIIaeMbIX ATOH
UH(POPMAIIMOHHON CUCTEMOM, JOJDKHBI OBITh HATIPABJICHBI HA HCKITIOYCHHUE!

HEMpPaBOMEPHBIX JOCTYIA, KOMMPOBAHUS, MPEAOCTABICHHUS WM PAaCHpPOCTPaHEHUs HH(POpMaluu
(obecrieueHne KOHPUIEHIMAIBHOCTH HH(POpMAILIUN);

HEMpPaBOMEPHBIX YHUUYTOXKEHUS WK MoAuduImpoBanus nHpopmaiyu (odecriedeHre HeI0CTHOCTH
uH(pOopMaun);

HEMpaBOMEPHOTO OJIOKHpOBaHUs HH(popMaIK (00ecredeHne JOCTYITHOCTH HHPOPMALIUH).

13. Jlns oOecnedeHus 3amuThl HHpOpManMM, cojaepkaieicss B HMH(OPMAlMOHHOW CHCTEME,
IPOBOJATCS CIEAYIOLINE MEPOIPUSATHS:

dbopMupoBanue TpeboBaHMM K 3amuTe HHQOpPMaUMM, cojepKamieiics B HHGOpMAalMOHHON
CHUCTEME;
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pa3paboTKa CUCTEMBI 3alIUThI HH(pOpMaIuu HHOOPMAITMOHHOW CUCTEMBI;

BHE/IPEHHE CHCTEMBI 3alIUTHI HH(POpMAIIMH HHPOPMALMOHHON CUCTEMBI;

arrecTanus HWH()OPMAIMOHHOW CHUCTEMBI 1O TpeOOBaHMSAM 3amUThl WHpopManuu (manee -
aTTecTanys HHPOPMALMOHHOMN CUCTEMBI) U BBOJ] €€ B ICHCTBHE;

oOecrieyeHre 3amuThl WHGOPMAIMKA B XOJA€ SKCIUTyaTallMd aTTECTOBAHHOW HWH(OPMAIMOHHOU
CUCTEMBI,

oOecrieyeHre 3amUThl  MH(QOPMAIMM TIPU  BBIBOJEC W3  OKCIUIyaTalldd  aTTECTOBaHHOW
UH(POPMALIMOHHOM CUCTEMBI WM MTOCTIe IPUHATHUS pEIIeHUs] 00 OKOHYaHUN 00pabOTKU MH(POPMAITUH.

®opmupoBaHne TPeOOBAHNH K 3a1uMTe HHpoOpMaLMHU, coaep:xaleiicss B MHPOPMAIIMOHHON cucTeMe

14. ®opmupoBanue TpeOOBaHUN K 3amuTe MHPOpPMALUH, coAepxameiics B MHPOPMALMOHHON
CHUCTEMe, OCYIIECTBIsETCS 001aaTereM nHhopMaIuu (3aKa3quKkoM).

@opmupoBanue TpeOOBaHUI K 3amuTe HHPOpMAIMK, CcoAepKaleics B HH(POPMAITMOHHON
cucreme, ocymectsisiercs ¢ ydyetom ['OCT P 51583 "3amwmra undopmanuu. [lopsmok co3nanus
ABTOMATH3UPOBAHHBIX CHCTEM B 3aIIMIICHHOM HcnojHeHunu. OOmme monoxenus" (manee - [OCT P
51583) u I'OCT P 51624 "3ammra unHdopmanuu. ABTOMAaTU3UPOBAHHBIE CHUCTEMBI B 3aIIMIIEHHOM
ucnongHenuu. O6mue tpedboanus" (nanee - 'OCT P 51624) u B ToM uncie BKIIOYAET:

MPUHITHE PEIICHUs 0 HEOOXOAUMOCTH 3aIIUTH HHPOPMAIINH, CoepKalleicss B MHHOpMaLMOHHON
CUCTEME;

KJaccu(puKannoo UHPOPMAIIMOHHON CHUCTEMBI MO TpeOOBaHUSAM 3alUThl MHMOpManuu (nanee -
Kiaccupukanus HHOOPMAIIHOHHON CHCTEMBI);

omnpezeneHue yrpo3 0e30macHOCTH HMH(OpPMAIMM, peanu3alus KOTOPhIX MOXKET MPHUBECTH K
HaApyIIEHUIO 0e30MacHOCTH MH(POPMALUU B WHPOPMALMOHHOM CHUCTEME, W pa3padOTKy Ha WX OCHOBE
MOJIeH yrpo3 6e301macHoCTH HH(OPMALIUK;

orpeneneHne TpeOoBaHUN K CHCTEME 3aIuThl HHPOpMaIuy HHHOPMAITUOHHONW CHCTEMBI.

14.1. Ilpn npuHATHM pemieHUus O HEOOXOAMMOCTH 3alIUThl WH(OPMALIMU, COJEpKalieiicss B
UH(POPMAIMOHHON CUCTEME, OCYIIECTBIISETCS:

aHanu3 1ejei co3aHus MHPOPMALMOHHON CHCTEMBI U 337a4, peliaeMbIX 3ToW HH(POPMAIIMOHHON
CHCTEMOM;

ornpeneneHue uHpopmaruu, noiexanieil o00padoTke B MHPOPMALIMOHHOM cUCTEME;

aHaJTM3 HOPMATUBHBIX TIPABOBBIX aKTOB, METOJWYECKHX JIOKYMEHTOB W HAIMOHAJIBHBIX
CTaHJapTOB, KOTOPHIM JOJDKHA COOTBETCTBOBATh MH(OPMAIIMOHHAS CUCTEMA;

NPUHATHE  pEemIeHUus O HEOOXOAMMOCTH  CO3JaHWS  CHUCTEMbl  3alIUTBl  HH(OpMAIUH
UHPOPMALIMOHHOM CHCTEMBI, a TakXe OINpejaeieHue Meiaed U 3axad  3amMThl UMHGOpMalMKU B
WHPOPMALIMOHHOM  CHUCTEME, OCHOBHBIX JTalloOB  CO3JaHHUS CHCTEMBI 3allUThl  WHQPOPMALUU
UHPOPMALIMOHHOM cHucTeMbl M (GYHKUMN MO OOECHEeYeHMIO 3alUThl MH(POpMALUU, cojepxKaiieiics B
nH(opMaIMoOHHON cucTeme, obanaresns nHdopMmaluu (3akazynka), onepaTopa U yroJIHOMOUYCHHBIX JIUII.

Wndopmarys 06 H3MEeHEHHSAX:
Ilynkm 14.2 uzmenen ¢ 27 cenmsopsa 2019 e. - Ilpuxkaz @CTIK Poccuu om 28 mas 2019 2. N 106

CMm. npedvloywyro pedaKyuio

14.2. Knaccuduxanus nHPOPMALMOHHON CHUCTEMbI NMPOBOAUTCS B 3aBUCHUMOCTH OT 3HAYMMOCTHU
oOpabareiBaeMoll B HeW wuHpopMmanuu U Macmraba HHPOPMAMOHHONW cucTeMbl ((enepaibHbIi,
PETHOHAIBHBIH, 00BEKTOBBIN).

VYcraHaBnuBaroTCsl TpH Kilacca 3allUIIEHHOCTH HH(POPMAIMOHHON CHUCTEMBI, OIpeNesIoue
YPOBHHM 3alllMIIEHHOCTH cojepkamieiics B Hel nHpopmaruu. CaMblii HU3KUH Kiacc - TPEeTUH, caMblid
BbICOKMI - mepBbIil. Kitacc 3ammieHHocT ”HGOPMAIMOHHON CHCTEMBI ONPENENSIETCS B COOTBETCTBUU C
npunokenrnem N 1 k HacTosuM TpeGoBaHUSIM.

Knacc 3ammmenHoctu omnpenensiercs s MH(OPMAalLMOHHOW CHUCTEMBI B IE€JIOM U, MpHU
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HEOOXOAMMOCTH, JJIS €€ OTICIbHBIX CETMEHTOB (COCTaBHBIX 4dacTel). TpeboBaHme K Kiaccy
3alIUIIEHHOCTH BKJIIOYACTCS B TEXHUYECKOE 3aJjaHHe Ha CO3AaHuEe MH(POPMALMOHHON CHCTEMBl U (WIJIH)
TEXHUYECKOE 3a/laHue (4acTHOE TEXHHUYECKOE 3aJaHue) Ha CO3JIaHHE CHUCTEMBI 3alUThl WH(MOpMAIUU
UH(POPMALIMOHHON cucTeMbl, pazpabaTsiBaembie ¢ yuetoM ['OCT 34.602 "MHpopmanmoHHast TEXHOIOTHSL.
Komriekc CcTaHmapTOB HAa aBTOMATU3MPOBAaHHBIC CHUCTEMBL. TEXHHUYECKOE 3a/JlaHue Ha CO3JaHHe
aBromatusupoBanHoi cuctemsl" (gaiee - OCT 34.602), TOCT P 51583 u I'OCT P 51624.

Knacc 3amunieHHOCTH WHGOPMAIIMOHHON CHUCTEMBI TOJICKHUT IEPECMOTPY IMPH W3MEHEHHU
MacmTada HHQOPMAITMOHHOW CHCTEMBI MIIM 3HAUMMOCTH 00pabaThiBaeMoii B HEll HH(pOpMAIIHH.

PesynbTarhl kiaccudukanuy HHPOPMAITMOHHONW CHCTEMBI 0(POPMIISIOTCS aKTOM KJIacCH(pHUKAInK.

Knacc  3ammmenHoctd  MHQOPMAIMOHHOW  CHUCTEMbI,  (YHKIIMOHHUPOBAaHHE  KOTOPOWH
npeznonaraercs Ha 6a3ze MHPOPMAIMOHHO-TEIEKOMMYHHKAIIMOHHONH HHPPACTPYKTYPHI IIEHTpa 00padOTKH
JaHHBIX,  He JOJDKEH ObITh BBINIE KJIAcca 3allMIICHHOCTH HH()OPMAIMOHHO-TEIEKOMMYHHMKALIMOHHOM
HH(DpaCTPYKTYyphI IEHTPAa 00paOOTKH JaHHBIX.

' Tlyakr 5.3 MeTomM4ecKuX YKa3aHHH IO OCYIIECTBICHHIO ydeTa HH(DOPMAIMOHHEIX CHCTEM M KOMIIOHEHTOB
MH()OPMALMOHHO-TEIEKOMMYHHKAIMOHHON HH(PPACTPYKTYpPbI, YTBEP)KAEHHBIX IprkazoM MunkomcBszu Poccun ot 31 mas
2013 r. N 127 (3apeructpupoBan MuntoctoM Poccun 5 Hosa6ps 2013 r., peructparonssiii N 30318), ¢ yuetoM n3MeHEHMUI,
BHECEHHBIX MpukazomM MwuHKoMcBs3u Poccun ot 15 umions 2016 r. N 266 (3apeructpupoBan Munioctom Poccuu 14 wurons
2016 r., peructparnuonsslii N 42853).

Wudopmarus 06 H3MEHEHHSX:
Ilynkm 14.3 uzmenen ¢ 27 cenmsaopsa 2019 a. - Ilpuxkaz @CTIK Poccuu om 28 mas 2019 2. N 106

CMm. npedvloywyro pedakyuio

14.3. Yrpo3sl 6e30nacHOCTH HHGOPMALMU ONPEAEISIOTCS 110 Pe3yIbTaTaM OLEHKH BO3MOXHOCTEH
(moTeHIMana) BHEIIHUX W BHYTPEHHMX HapylIUTENEW, aHalu3a BO3MOXKHBIX  YSA3BUMOCTEH
UH(POPMALIMOHHOM CHCTEMBbI, BO3MOKHBIX CHOCOOOB peaiu3alMyd Yrpo3 0e30MacCHOCTH MH(POpPMALUU U
MOCJIEICTBHI OT HAPYIICHUSI CBOMCTB 0€30MacHOCTH MHPOpMauH (KOH(PHUICHINATBHOCTH, IEJIOCTHOCTH,
JOCTYITHOCTH).

B kauecTBe WCXOAHBIX JaHHBIX [UIA OIpENeNeHUs Yrpo3 0Oe3omacHOCTH HH(pOpMaIuu
UCronb3yeTcss OaHK MAaHHBIX yrpo3 Oe3zomacHoctd uHopmauuu (bdu.fstec.ru), BeneHume KOTOpPOTro
ocymectBisiercss OCTOK Poccum B coorBerctBumM ¢ mnoanyHkrom 21 mnynkra 8 [lomoxenus o
@denepanbHOl  cay)k0e 1O TEXHUYECKOMY U OSKCIOPTHOMY KOHTPOJIO, YTBEPXKICHHOTO YKa3zoM
[Ipesunenta Poccuiickoit ®@enepannu ot 16 aBrycra 2004 r. N 1085 (CoOpanue 3akOHOJATENHCTBA
Poccuiickoit ®@enepauun, 2004, N 34, ct. 3541; 2006, N 49, ct.5192; 2008, N 43, cr.4921; N 47,
cT. 5431; 2012, N 7, cr. 818; 2013, N 26, ct. 3314; N 53, ct. 7137; 2014, N 36, cT. 4833; N 44, ct. 6041;
2015, N 4, ct. 641; 2016, N 1, ct. 211) (manee - 6aHk qaHHBIX yrpo3 6e3onacHocty nHpopMaimu GCTIK
Poccum), a Takxke MHbIE UCTOYHUKHU, COZAEpIKAIME CBEIEHUS 00 YSA3BHUMOCTSAX M yrpo3ax 0e30MacHOCTU
UHpOpMaLIUH.

IIpn OIpEIECTICHUN yIrpo3 0€30MacHOCTH uH(bopMauu YYHUTBIBAKOTCS
CTPYKTYPHO-(DYHKIIMOHAJIbHBIE XapaKTEPUCTUKN UH()OPMAIIMOHHON CUCTEMBI, BKIIOYAIOLINE CTPYKTYPY U
coctaB MH(GOPMAIMOHHON CHUCTEMBI, (U3NYECKUE, JIOTUYECKHe, ()YHKIHMOHAIbHbIE U TEXHOJOTHYECKHE
B3aMMOCBSI3M MEX/Y CerMeHTaMH MH(POPMALMOHHONW CUCTEMBI, C THBIMH MH(POPMALIMOHHBIMUA CUCTEMaMHU
U UHGOPMALMOHHO-TEIEKOMMYHUKAIIMOHHBIMU ~ CETSMM, pEeXKUMbI 00paboTku uHOpmanuu B
UHPOPMALIMOHHOM CHUCTEME U B €€ OTICIbHBIX CEerMEHTax, a TakXKe HHBbIE XapaKTepUCTUKH
MH(GOPMALIMOHHOM CHUCTEMBI, TMpPUMEHSEMble HMHPOPMAIIMOHHbIE TEXHOJOTUH M OCOOEHHOCTH €€
(GYHKIIMOHUPOBAHUS.

[Ipu ompenenenun yrpo3 Oe3omacHOCTH HHPOpPMANMK B  HWH(OOPMAIMOHHOW CHCTEME,
(GYHKIMOHUPOBAHUE KOTOPOil mpenmnoiaraercs Ha 0aze HMHPOPMALMOHHO-TEIEKOMMYHHUKAIIMOHHON
UHQPACTPYKTYphl LEHTpa O0OpaOOTKM JIaHHBIX, JOJDKHBI —YYMTHIBATBCS yrpo3bl  OE30MACHOCTH
UHPOpPMALIUKY, aKTyalbHble A WHPOPMALMOHHO-TEJIEKOMMYHUKALMOHHOW HH(PacTpyKTyphl ILIEHTpa
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00pabOTKHN JaHHBIX.

[To pesynpTaraMm ompexaeneHuss yrpo3 0Oe3omacHOCTH HHGOpPMAIMM TPH  HEOOXOIUMOCTH
pa3palaThIBalOTCSl PEKOMEHJALUU 10 KOPPEKTUPOBKE CTPYKTYPHO-(PYHKIHMOHAIBHBIX XapaKTEPUCTHK
UH(POPMALIMOHHOM CHUCTEMbI, HalpaBJCHHbIE Ha OJIOKUpOBaHME (HEUTPATHM3AIMIO) OTICIBHBIX YIpo3
06e30macHOCTH HH(POPMAIIHH.

Mogenp yrpo3 0Oe3omacHOCTH WHGOpPMALKU JOJDKHA COAEpKaTh OMHMCAaHHE WH(POPMALMOHHOM
CUCTEMBI U €€ CTPYKTYPHO-()YHKIIMOHAJIBHBIX XapaKTEPUCTUK, a TaKXKE OMUCAHUE Yrpo3 Oe30MacHOCTH
UH(OPMALINK, BKIIOYAIOIIEE OMMCAHNE BO3MOXHOCTEH HapyIIUTeNNel (MOAeIb HApyIIUTENs ), BO3MOKHBIX
ySI3BUMOCTEH MHQOPMAIIMOHHON CHCTEMBI, CIIOCOOOB pealin3aliu yrpo3 0e30macHoCcTd MH(OpMalUUd U
HOCJEICTBHIA OT HAPYIICHHsI CBOMCTB O€30MaCHOCTH MH(POPMALIUH.

Jns onpenenenust yrpo3 6e30macHOCTH UHQOpMALMK U pa3pabOTKH MOJAETH Yrpo3 06e30MacHOCTH
UHPOPMALIUK TPUMEHSIOTCA METOJIMYECKHE JIOKYMEHTHI, paspabortanneie U yTBepkaeHHbie PCTIK
Poccun B coorBerctBuu ¢ mnoanyHkTom 4 niyHkta 8§ [lomokenmss o ®DepepanbHOR  ciykOe 10
TEXHUYECKOMY M KCIIOPTHOMY KOHTPOJIIO, YTBEepkKAeHHOr0o Yka3zoMm [Ipesunenra Poccuniickoit @enepanun
or 16 aBrycra 2004 r. N 1085 (Cobpanmue 3akonomarenbctBa Poccuiickoit ®epeparuu, 2004, N 34,
cT. 3541; 2006, N 49, ct. 5192; 2008, N 43, ct. 4921; N 47, ct1. 5431; 2012, N 7, ct. 818).

Wudopmarus 06 H3MEHEHHSX:
Ilynkm 14.4 uzmenen c 27 cenmsaopsa 2019 a. - Ilpuxkaz @CTIK Poccuu om 28 mas 2019 2. N 106

Cm. npedvloywyro pedaKyuio

14.4. TpeboBanus K cucreMe 3auThl HHPOpMau HHHOPMALIMOHHON CUCTEMBI OMPEACIAIOTCS B
3aBUCHUMOCTM OT KJlacca 3allMIIEHHOCTH WH(OPMALMOHHOW CHUCTEMBI U Yrpo3 0e30MacHOCTU
uH(pOpMaIliH, BKIIOYEHHBIX B MOJIETb YIPO3 0€30MacHOCTH UH(POPMALIUH.

TpeboBanust k cucreMe 3amuThl HHGOpManuu WHGOPMANMOHHON CHUCTEMBI BKIIOYAIOTCS B
TEXHUUYECKOE 3aJ]aHHe Ha CO3/1aHre MH(OPMALMOHHONW CHUCTEMBI M (MJIM) TEXHUUYECKOE 3aJaHue (4acTHOE
TEXHUYECKOE 3a/laHie) Ha CO3JaHHe CHUCTEMbl 3alIUThl HWHGOpMAIMH WHPOPMALMOHHOW CHUCTEMBI,
pazpabateiBaembie ¢ yuerom ['OCT 34.602, TOCT P 51583 u 'OCT P 51624, u AOMKHBI B TOM YHCIIE
COJIEpIKaTh:

1eNb U 33a4u 00ecriedeHus 3auThl HHPOopMaly B UH(YOPMALIMOHHON CUCTEME;

KJIACC 3aIIMIIEHHOCTH NHPOPMAIIMOHHON CUCTEMBI;

nepeyeHb HOPMATUBHBIX TPABOBBIX AaKTOB, METOJAMYECKUX JOKYMEHTOB U HAalMOHAIBHBIX
CTaHJAPTOB, KOTOPHIM JOJDKHA COOTBETCTBOBATH HH(POPMAITMOHHAS CUCTEMA;

nepevyeHb 0ObEKTOB 3aIIUTHl HHPOPMALIMOHHOMN CUCTEMBI,

TpeOOBaHUS K MepaM M CPEICTBaM 3allUThl WHGOpPMAINU, TPUMEHSIEMBIM B WH(POPMAIMOHHOM
CUCTEME;

cTaauu (3Tanbl paboT) CO3MaHMS CUCTEMBI 3aIIUTHl HH()OPMAITMOHHOM CUCTEMBI;

TpeOOBaHUS K MOCTaBIIEMbIM TEXHUYECKUM CPEACTBaM, IPOrpaMMHOMY 00eCIIeueHHI0, CPeJICTBaM
3aluThl HH(OPMaLIUK;

GyHKIIMHM 3aKa3udKa W omepaTopa Mo O0eCleueHHUI0 3amuThl HHGOopMaluu B WHGOPMAIMOHHON
CUCTEME;

TpeOOBaHUS K  3allUTe€ CPEACTB M  CUCTeM, OOecrHeuuBaroluX  (QYHKIHOHUPOBAHHE
MH(OPMallMOHHON CUCTEMBI (0OecreunBaroiel UHPpacTpyKType);

TpeOoBaHUST K 3amuTe UWHGOpMAaNUKU NpU HHOOPMAIMOHHOM B3aUMOJACUCTBUM C HWHBIMH
WHPOPMAIMOHHBIMH CHCTEMaMH U WH()OPMAIIMOHHO-TEIEKOMMYHHKAIIMOHHBIME CETSMH, B TOM YHCIIE C
UH(GOPMAIMOHHBIMU CHCTEMaMHU YINOJHOMOYEHHOTO JIMIA, a TaKXKe MPHU NMPUMEHEHUU BBIYUCIUTEIBHBIX
pecypcoB (MOIIHOCTEH), TPEIOCTABIISAEMBIX YITOJTHOMOYEHHBIM JIUIIOM TSl 00pabOTKH MHPOPMAIIUH.

[Ipu onpenenenun TpeOOBaHHWI K cHCTeME 3allUThl MHPOPMAIUU HHPOPMAIMOHHONH CHCTEMBI
VYUTHIBAIOTCSl TIOJIOKEHHUS TIOJIMTHK oOecrieueHrs WH(POpMannoHHOW Oe30macHOCTH — 00yamaTestst
uHpOpMalnK (3aKa3uKa), a TaKXkKe MOJIUTUK obecrieueHust HHPOPMAIMOHHON 0€30MacHOCTH oreparopa 1
YIOJIHOMOYEHHOTO JIUIIAa B YaCTH, HE MPOTUBOPEUaIell moJuTUKaM obJaaarens nHpopMaruu (3aKa3unka).
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B cnydae cosmanus mHQOpMAIMOHHOW cHCTEMbI, (YHKIIMOHUPOBAHUE KOTOPOHM MPEIIoIaraeTcs
Ha O0a3e MHDOPMAIMOHHO-TEICKOMMYHUKAIMOHHON WHQPPACTPYKTYphl LEHTpa OOpabOTKM JaHHBIX,
JIONOJHUTEIBHO ONPEACIAIOTCS TPeOOBaHHUS IO 3amMTe HHGOPMALUM, IOJUIeKAIINE pealu3alud B
UH(POPMALMOHHO-TEIEKOMMYHUKAIIMOHHON HMH(PPACTPYKTYpe LEHTpa 00pabOTKH JaHHBIX.

Pa3paborka cucremMbl 32Tl HHGOPMAUU HHPOPMALMOHHON CHCTEMBbI

15. Pa3paboTka cucTembl 3amuThl HHPOPMAUUU HHPOPMAIIMOHHOW CHCTEMBI OpPraHU3YeTCs
obnanaTeneM HHPOPMAIHH (3aKa3UHKOM).

Pazpabotka cuctembl 3amuThl WHGOPMAUU WH(GOPMAMOHHONW CHCTEMBI OCYIIECTBISETCS B
COOTBETCTBUH C TEXHUYECKUM 3aJaHHEM Ha cOo3JaHue MH()OPMALIMOHHON CUCTEMBI U (WJIH) TEXHUYECKUM
3alanieM (4acTHBIM TEXHMYECKMM 3a/JlaHheM) Ha CO3JaHHe CHCTEMBl 3alluThl HH(POPMAIUH
uHpopmarmonHoit cucrtembl ¢ yderom [OCT 34.601 "Wudopmanmonnas TtexHonorus. Komrmiekc
CTaHJapTOB HA aBTOMATH3WPOBAHHBIE CUCTEMbI. ABTOMAaTU3UpOBaHHBIE cucTeMbl. Ctamuu co3gaHus"
(manee - 'OCT 34.601), TOCT P 51583 u I'OCT P 51624 u B TOM 4ncie BKIIOYAET:

MIPOSKTUPOBAHUE CUCTEMBI 3alTUTHl MHPOPMAITUU HHPOPMAITHOHHOW CUCTEMBI,

pa3paboTKy  OSKCIUIyaTallUOHHOW  JTOKYMEHTAallUh Ha  CHUCTEMYy  3allUThl  MH(pOpMAIUU
MH(POPMALIMOHHON CUCTEMBI,

MaKeTUPOBAaHUE U TECTUPOBAHUE CUCTEMBI 3alIUTHI HHPOPMAIIUN HHPOPMAILIMOHHOM CUCTEMBI (TIpU
HEOOXOAUMOCTH).

Cucrema 3amuTel HHPOpMAMM WHGOPMAIMOHHONW CHUCTEMBbl HE JIOJDKHA MPEMsITCTBOBATH
JOCTHIKEHUIO TIeNIel co3/1annst HH(POPMAITMOHHON CHCTEMBI B €€ () YHKITMOHHPOBAHHMIO.

[Tpu pa3paboTke cucCTeMbl 3alIMUTHI MHMOPMALUKA HHPOPMAIIMOHHOM CUCTEMBbl YUYHTHIBACTCS €€
nH(HOPMAITMOHHOE B3aMMOJICHCTBHC c WHBIMH UH(OPMAITMOHHBIMU CUCTEMaMH u
UH(OPMAIMOHHO-TEIIEKOMMYHUKAIIMOHHBIMH CETSAMHU, B TOM 4HCIE ¢ MHPOPMAIMOHHBIMH CHCTEMaMH
VIIOJTHOMOYCHHOTO JIMIIA, a TaKXe NPUMEHEHHWE BBIUYMCIUTEIBHBIX pPECypcoB (MOIIHOCTEH),
MPEIOCTABIIIEMBIX YIIOJTHOMOYEHHBIM JTUIIOM JIsl 00paboTKH HH(OPMALIHY.

Wndhopmarrust 06 n3MEHEHUSX:
Ilynxkm 15.1 usmenen ¢ 27 cenmsops 2019 . - Ilpuxaz @CTIK Poccuu om 28 mas 2019 2. N 106

CMm. npedvloyuyro pedaKyuio

15.1. ITpu npoeKTUPOBaHUH CUCTEMBI 3aIUThI HHGOPMaUU NH(HOPMALITMOHHON CUCTEMBI:

OTIpeNIeNAI0TCS TUIBI CYOBEKTOB J0CTyNa (II0JIb30BATENH, IPOLIECCHl U MHBIE CYOBEKTHI 10CTYNA) U
O00BEKTOB JIOCTyNA, SBJIAIOIIMXCS OOBEKTaMM 3alIUThl (YCTpoilcTBa, OOBEKTHI (DaiIOBON CHCTEMBI,
3alycKaeMble M MCIIOJIHSEMbIE MOJYJH, OOBEKThl CHUCTEMBl yIpaBlieHUs 0a3aMu JaHHBIX, OOBEKTHI,
CO3/1aBaeMble MPUKIIAIHBIM IPOrpaMMHBIM 00€CIieYeHHEM, UHbIE OOBEKTHI IOCTYIA);

OIPEACIAIOTCA METO/BI YIIPABIEHUS AOCTYIIOM (INCKPELMOHHBIN, MAaHIaTHBINA, POJIEBOM WIIU UHBIE
METOJbl), THUIBI JOCTyNa (YTEHHE, 3aliCh, BBINOJIHEHME WJIM WHbIE THUIBl JIOCTyNa) W IpaBuia
pasrpaHUYeHHs JOCTyla CyOBEKTOB JOCTyma K OOBeKTaM JocTyma (Ha OCHOBE CIIMCKOB, METOK
0€30MacCHOCTH, POJICH U MHBIX IPABUII), MOAJIEKAIIUE pealn3alii B UHPOPMALIMOHHON CUCTEME;

BBIOMPAIOTCS MEpbl 3allUThl HMH(GOpPMAIMK, MOAJEKAIIUe peaTu3alid B CHCTEME 3allUThI
uH(popMaluu HHPOPMAITMOHHOMN CUCTEMBI;

OTIPEeNeNAIOTCS BHUIBl U THUIBI CPEACTB 3allUTHl MHGPOpPMAlKUU, OO0ECTIEUMBAOIINE peaTn3aUI0
TEXHUUYECKUX Mep 3alIUThl THPOpMaIUY;

OTIpesieNIIeTCsl CTPYKTYpa CHCTEMBI 3allluThl UH(OpMAMU HH()OPMAITMOHHONW CHUCTEMBbI, BKIOYast
COCTaB (KOJIMYECTBO) U MECTA pa3MEIIEHUS €€ DIEMEHTOB;

OCYILECTBIISICTCSI BHIOOp CPEACTB 3alIUThl MH(pOpPMAIMU, CEPTU(GUIMPOBAHHBIX HAa COOTBETCTBHE
TpeOoBaHUsIM 10 Oe3omacHOCTM HWHQPOPMAlKU, C YYETOM HUX CTOMMOCTH, COBMECTHMOCTH C
UH(POPMALIMOHHBIMUA TEXHOJIOTUSAMHU U TEXHUUECKUMH CpeICTBaMH, PYHKIUH O€30MaCHOCTH 3TUX CPEACTB
U 0COOEHHOCTEH HX peanu3alyy, a TaKkkKe Kjiacca 3allUIeHHOCTH HH(OPMAlMOHHON CUCTEMBI;
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onpeeNnsoTcs TpeOOBaHUA K MapaMeTrpaM HACcTPOMKH MpPOrpaMMHOrO oOecreueHus, BKIIoyas
IPOTpaMMHOE O0OECTIEYeHHE CPEICTB 3aIUTHl HH()OPMAIMH, 00SCTIEYNBAIONINE PEATU3AHIO MEP 3aIIUTHI
uH(pOpMallK, a TAaKKE YCTPAaHEHUE BO3MOXHBIX YSI3BUMOCTEH MH()OPMAILIMOHHOW CUCTEMBI, PUBOISAIINX
K BO3HUKHOBEHUIO yrpo3 0e30macHocTy HH(popMarumy;

OTIpEeIAI0TCS MEphl 3alIUThl MHPOPMAIUU MpU WHOOPMALMOHHOM B3aUMOJCHCTBUU C MHBIMU
UH(POPMALIMOHHBIMHA CHCTEMaMU U MH(OPMAIIMOHHO-TEIEKOMMYHUKAIIMOHHBIMHA CETSIMHU, B TOM YHUCIIE C
MH(GOPMALIMOHHBIMU CHCTEMaMH YINOJHOMOYEHHOI'O JIMIA, a TaKKe MPU MPUMEHEHUU BBIYMCIUTENbHBIX
pecypcoB (MOIIHOCTEI ), MPEOCTABISEMBIX YITOJIHOMOUYEHHBIM JIUIIOM JIs1 00paboTKH HHGOpMAIUH.

Pe3ynbrathl MNpOEKTUPOBAHUS CUCTEMBI 3alllUThl HHPOpMAIMU HHYOPMALMOHHOW CHUCTEMBI
OTPAXKAIOTCSI B TPOEKTHOH JOKyMEHTAlMH (ICKU3HOM (TEXHHYECKOM) Tpoekre u (wim) B pabodeii
JOKYMEHTAllMu) Ha HHQOPMAIMOHHYIO CHUCTeMY (CHUCTeMY 3alluThl HHpOpMAIUU HHGOPMAIMOHHOMN
cucteMsl), paszpabareiBaembix ¢ yderom ['OCT 34.201 "Hudopmammonnas texHonorus. Komrmuiekce
CTaH/IapTOB HA aBTOMATHU3UPOBAHHBIEC CUCTEMBI. BU/IbI, KOMIUIEKTHOCTh U 0003HAUYEHUE JOKYMEHTOB MPU
co3aHuu aBTOMaTu3upoBanHbiX cuctem" (gaiee - OCT 34.201).

[IpoexkTHas AOKyMEHTalMsi Ha HHPOPMAIMOHHYIO CHUCTEMY U (WMJIH) €€ CHUCTEMY 3allUThl
MHPOPMALIUU TIOJISKAT COTJIACOBAHUIO C OMEPATOPOM MH(POPMALMOHHOW CHUCTEMBI B CIydae, €Clii OH
ompezieNieH TaKOBbIM B COOTBETCTBHHM C 3aKOHOAAaTenbcTBOM Poccuiickoit ®exepanuu K MOMEHTY
OKOHYaHUS TIPOCKTUPOBAHUS CUCTEMBI 3alUTHl HH(OpMAIK UHPOPMALIMOHHON CUCTEMBI U HE SIBIISETCS
3aKa3YMKOM JIaHHOW MH()OPMALIMOHHON CUCTEMBI.

[Ipy oTCyTCTBUM HEOOXOJMMBIX CpPEICTB 3aIUThl HH(pOpMAIuM, CepTUPUIMPOBAHHBIX HA
COOTBETCTBUE TpeOOBaHUAM MO 0e30MacHOCTH HH(OpPMAIMK, OpraHu3yeTcs pa3paborka (HopaboTka)
CPEACTB 3amUThl HHPOPMALUU U UX CepTU(UKAINSI B COOTBETCTBUHU C 3aKOHOAATEIHCTBOM Poccuiickoit
Oenepaliii UM MPOU3BOJUTCS KOPPEKTHUPOBKA MPOEKTHBIX PEUICHHH M0 WH(OPMALMOHHON CHCTEME U
(umm) ee cucTeMe 3aIUTHl WHPOPMAMK C Y4eTOM (YHKIMOHAIBHBIX BO3MOYKHOCTEH MMEIOIIMXCS
cepTU(UIIMPOBAHHBIX CPEICTB 3AIUTHI HH(OPMALIUH.

[Ipy  TPOCKTUPOBAHWU  CHUCTEMBI 3amUTBl HWHGOpMauu  HHPOPMAIMOHHOW  CHCTEMBI,
(GYHKIIMOHUPOBaHHE KOTOPOW Tmpeamnoyaraercs Ha 0a3e HHPOPMAIMOHHO-TEIEKOMMYHHUKAIIMOHHOMN
UHPPACTPYKTYPHl IEHTpa OOpaOOTKM MaHHBIX, I OJOKMPOBAHHS aKTYaJIbHBIX yrpo3 0e30macHOCTH
uHbOpMallMd  MOTYT  OBITh NPUMEHEHBI MEphl  3alIUTHl  WHGPOpMAIlMK, pealu3yemMble B
UH()OPMaAIMOHHO-TEIEKOMMYHUKAITMOHHOW HH(PPACTPYKType IeHTpa 00pabOTKH JTaHHBIX.

15.2. Pa3paboTka »OKCIUTyaTallHOHHOM JOKyMEHTallMd Ha CHUCTEMYy 3allluThl HWHGOpMaLUU
MH(POPMAIIMOHHON CHCTEMBI OCYIIECTBIIIETCS B COOTBETCTBUU C TEXHHYECKHM 3aJ[aHHMEM Ha CO3IaHue
UH(GOPMAIIMOHHONW CUCTEMBbI U (WJIM) TEXHUYECKUM 3aJaHheM (YacTHBIM TEXHHYECKUM 3aJ[aHuEeM) Ha
CO3JIaHUE CUCTEMBI 3alUTHl HH(OpMaIK HHPOPMAITMOHHON CHCTEMBI.

DKCIUTyaTalluOHHAs TOKyMEHTAllMs Ha CHCTEMY 3alIUThl HH(POpMAIMK HH)OPMAIIMOHHONW CHCTEMBI
paspabateiBaercst ¢ yuerom ['OCT 34.601, TOCT 34.201 u 'OCT P 51624 u nomkHa B TOM 4HCIIE
coJiepKaTh ONUCAHHE:

CTPYKTYPBI CHCTEMBI 3aIUTHI HH()OPMAINHA HHPOPMAITUOHHON CHCTEMEI,

COCTaBa, MECT yCTAaHOBKHM, MapaMEeTPOB M MOPSAJKAa HACTPOWKHU CPEACTB 3alUTHl MH(OpPMAIIUH,
IPOTPAMMHOTO 00ECTICUeHHsI U TEXHUYECKUX CPEJICTB;

MPaBHII HKCIUTYaTalll CUCTEMBI 3aIIUThl HH(OpMauyu HHGOPMAITMOHHON CHCTEMBI.

Wndhopmarust 06 n3MEHEHHSX:
IIpuxazom @CTOK Poccuu om 15 ¢pespans 2017 2. N 27 6 nynkm 15.3 6Hecenvl usmeHeHus

Cm. mexkcm nynkma 6 npeovloyujeii peoaxkyuu
15.3. Ilpn mMakeTHpOBaHUM M TECTUPOBAHUU CHUCTEMBI 3allUTHl MH(pOpManuu HHOOPMALIMOHHON
CHUCTEMBI B TOM YHUCJIE OCYIIECTBIISIOTC:
npoBepka pabOTOCIOCOOHOCTH M COBMECTUMOCTH BBIOPAHHBIX CPEJICTB 3alllUThl MH(OpManuu c
UH(POPMALIMOHHBIMU TEXHOJIOTHSIMU U TEXHUYECKHMHU CPEACTBAMHU;
MIPOBEPKa BBIMIOJHEHUSI BHIOPAaHHBIMU CPEACTBAMM 3alUThl MH(OpMaluu TpeOOBaHUM K CHCTEME
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3amuThl HHGOPMAITUK THHOPMAITMOHHON CHCTEMBI;

KOPPEKTUPOBKA MPOCKTHBIX PEIICHHIA, pa3paboTaHHBIX MPU CO3JaHUN WHPOPMAITMOHHON CHCTEMBI
Y (WJIM) CHCTEMBI 3alTUThl HHPOPMAIIMA HHPOPMAITMOHHON CUCTEMBI.

MakeTrpoBaHHE CUCTEMBI 3alUTHI WH(MOPMAIMU UHPOPMAITMOHHON CHCTEMBI M €€ TECTHPOBAHUE
MOXET TPOBOJAMUTHCS B TOM YHCJIE C HCIOJIb30BAHMEM CpPEACTB M METOJOB MOJCIMPOBAHUS
WH(OPMAIIMOHHBIX CUCTEM M TEXHOJOTHI BUPTYaAITU3AIINH.

BHenpenue cucreMbl 3amuThl UHGOpMAUY UHPOPMANMOHHOH CUCTEMbI

16. BHenpeHue cUCTEMBI 3alIUThl HHGOPMAIUU WHPOPMAIMOHHOW CHUCTEMBI OpPraHU3YeTCS
obnanaTeneM HHPOPMALIHH (3aKa3UHKOM).

Brenpenne cuctembl 3amuThl MHGOpPMANUA WHPOPMAITMOHHON CHUCTEMBI OCYIICCTBISETCS B
COOTBETCTBUHM C TPOCKTHOH M DKCIUTyaTallMOHHOW JOKYMEHTAIlMeH Ha CHUCTEMY 3allUThl MH(POpPMAaIUU
UH(OPMAIIMOHHON CUCTEMBI M B TOM YHCJIC BKITIOYACT:

YCTaHOBKY Y HACTPOKMKY CPEICTB 3alIUThl HH(OpMAIMK B UHPOPMALIMOHHOW CUCTEME;

pa3paboTKy JTOKYMEHTOB, ONPEACISIONIMX MPaBHiIa U MPOLEAYPHI, peaTn3yeMble ONepaTopoM s
oOecrieyeHus 3amuThl WHGOpManuu B MHOOPMAIIMOHHONW CHUCTEME B XOJE €€ JKCIUTyaTaluu (Janee -
OpTraHU3AIMOHHO-PACTIOPSANTEIHLHBIC JOKYMEHTHI 10 3aIIUTe HHPOPMAITUH ),

BHE/IPCHHE OPTaHU3AIMOHHBIX MEP 3alIUThI HH(OPMAIIHH;

MIPEIBAPUTEIILHBIC UCITBITAHUS CUCTEMBI 3alUTHI HH(POPMAITUU HHPOPMAITHOHHON CHCTEMBI,

OIBITHYIO IKCILUTYaTalluIO0 CUCTEMBI 3allIUThI HH(GOPMAIIUKA UHPOPMAITMOHHOW CUCTEMBI;

aHAIN3 ySI3BUMOCTEH MH(OPMAIIMOHHOW CHCTEMBI U MPHUHATHE MEP 3aIIUTh MHPOPMAIUH TI0 MX
YCTPaHEHUIO;

MIPUEMOYHBIC HCITBITAHUS CHCTEMBI 3aIIUTHI HMH()OpMAUK HHHOPMAITMOHHON CHCTEMBI.

K BHempeHHIo cucTeMbl 3aiiuThl HH(pOpManuu WHPOPMALMOHHON CHCTEMBI IIPUBJICKACTCS
orepaTop WHQPOPMAIMOHHON CHCTEMBI B Cllydae, €CIId OH OIpPENEICH TAaKOBBIM B COOTBETCTBHH C
3aKOHOJATEeNLCTBOM Poccuiickori denepanyyi K MOMEHTY BHEAPCHHS CHUCTEMbI 3alllUTHl MH(OpMAIHH
WH(GOPMAITMOHHON CUCTEMBI M HE SBIISICTCS 3aKa3YUKOM JaHHOH MH(POPMAITMOHHON CHCTEMBI.

Wndopmarys 06 H3MEeHEHHSAX:
Ilynxkm 16.1 uzmenen c 27 cenmsopsa 2019 e. - Ilpuxkaz @CTIK Poccuu om 28 mas 2019 2. N 106

CMm. npedvloywyro pedaKyuio

16.1. YcraHoBKa M HacTpoMKa CpeACTB 3alluThl MHGOpMAlMM B HMH(OPMAIIMOHHOM CHUCTEME
JOJKHA TPOBOJUTHCA B COOTBETCTBUM C OKCIUTyaTallMOHHOM JOKYMEHTAIlMell Ha CHCTEMY 3aIlMThl
uHpOopMaLuu HH(POPMAIIMOHHON CHCTEMBI M TOKYMEHTallMel Ha cpeicTBa 3allUThl HHPOPMALIUH.

CpenctBa  3amuThl  MHGOpPMAIMM, yCTaHABIMBaeMble B  WH(OPMAIMOHHOM  CHCTEME,
¢yHKUMOHMpYIOIIeH Ha ©0a3e HMH(POPMAIMOHHO-TENEKOMMYHUKAIIMOHHON HHQPACTPYKTYphl LEHTpa
00pabOTKM JaHHBIX, JOJDKHBI OBITh COBMECTUMBI MEXAYy COOOH, a TakKe CO CpEeACTBAMU 3alllUThI
UH(POPMALIMY, YCTAHOBJIEHHBIMU B HMH(OPMALMOHHO-TEJIEKOMMYHUKALMOHHON MH(PACTPYKType LEHTpa
00pabOTKH JaHHBIX.

16.2. Pa3pabaTbiBaeMble  OpPraHU3aL[MOHHO-PACHOPSAUTENIbHBIE  JOKYMEHTBl IO  3aluTe
uH(pOpPMaIMU JOJKHBI ONIPEENSTh IPaBUiia U IPOLeAyphI:

yrnpaBiieHus (aAMUHUCTPUPOBAHMS) CUCTEMOM 3allIUThl HHPOpMAUK HHPOPMAITMOHHON CHCTEMBI;

BBISIBJICHUSI MHIUACHTOB (OJHOTO COOBITHS WM TPYMIbI COOBITUI), KOTOPhIE MOTYT IMPUBECTU K
c00siM WM HapyleHHio (YHKIMOHMPOBAHUS HWH(GOPMAIMOHHOM CHUCTEMbl M (WIHM) K BO3HHUKHOBEHUIO
yrpo3 6e30macHoCTH HHGOPMAITUH (J1ajiee - HHITUACHTHI), 1 pearupOBaHMs Ha HUX;

ylpaBiieHUs] KOH(UTrypanueld aTTeCTOBaHHONM HH(MOPMALMOHHOM CHUCTEMbI U CUCTEMBI 3alUThI
uH(popMaluu NHPOPMAIIMOHHOMN CHCTEMBI;

KOHTPOJISl (MOHUTOPHUHTA) 32 00eCIieYeHHEeM YPOBHSI 3allIUIEHHOCTH HH(OpMAIIUHU, COAepKalencs
B MH(OPMALIMOHHOMN CHCTEME;
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3alUThl MH(OPMALMKU TpPU BBIBOJAE W3 3KCIUTyaTallud WH(OPMALMOHHONW CHUCTEMbl WIH TOCHe
NPHUHSITHS PEIIeHUs 00 OKOHYaHUHM 00padOTKH HH(DOPMAIIUH.

16.3. I1pu BHeaApeHUN OPTaHU3AMOHHBIX MEP 3aIUThl HH(OPMALIUN OCYIIECTBISIOTCS:

peanu3anys MpaBHJl PasTpaHUYEHUs JIOCTYINa, PETJIAMEHTHUPYIOIIMX IpaBa JOCTyNa CyOBEKTOB
noctyna K oObeKTaM JOCTYyNa, W BBEIEHHWE OTrpaHMuYEHUN Ha JEWCTBUS IOJIb30BaTeNei, a Takke Ha
U3MEHEHHE YCIIOBHM IKCIUTyaTallH, COCTaBa M KOH(UTYpaIllMH TEXHUYECKUX CPEACTB M MPOTPAMMHOTO
obecreyeHus;

MIPOBEPKA MOJHOTHI U JETAIBHOCTU OMUCAHUS B OPraHU3aIllMIOHHO-PACHIOPSIUTEIbHBIX IOKYMEHTaX
no 3amwure uHGopmManuu IEeHCTBUIN MOJB30BaTENeH U aJIMUHUCTPATOPOB MH(GOPMALMOHHON CHUCTEMBI IO
peaM3anyy OpraHu3allMOHHBIX MEp 3aIlUThl HH()OPMALINY;

0oTpaboTKa NEHCTBUHN JOHKHOCTHBIX JIMII M TMOJpa3/ieieHH, OTBETCTBEHHBIX 3a pealli3aluio Mep
3amUThl HH)OPMALIHH.

16.4. IlpenBapuTenbHble UCIBITAHUSA CUCTEMBI 3alIUTHI HHPOPMAIIUK UH(POPMALIMOHHONW CHUCTEMBI
npoBogstcst ¢ yderom [OCT 34.603 "HMudopmaunoHHas TEXHOJOTHA. Buabl uCHBITAaHUNA
aBTomMatu3upoBaHHbix cuctem" (nanee - [OCT 34.603) u BK/IIOYAIOT MPOBEPKY PabOTOCIOCOOHOCTH
CUCTEMBI 3alUThl HHPOPMAITUU HHPOPMAITIOHHON CHCTEMBI, & TAKXKE MPUHATHE PEIICHHUS O BO3MOKHOCTH
OTIBITHOW AKCILTyaTallMi CUCTEMBI 3allUThl HH(QOpMalui HHGOPMAITMOHHON CHCTEMBI.

16.5. OmnbITHAas SKCIUTyaTalds CHUCTEMBl 3amuThl HHGOpManuu HHOOPMAIMOHHOW CHCTEMBI
npoBoautcs ¢ ydetom [OCT 34.603 u Briro4aeT MNpoBepKy (PYHKIMOHUPOBAHUS CHUCTEMBI 3allUTHI
uH(popMaIui WHPOPMAITMOHHON CHCTEMBI, B TOM YHUCIIC PEATM30BAaHHBIX MEp 3alUThl WH(opManmu, a
TaK)Ke€ TOTOBHOCTh MOJIb30BaTeNel M aIMUHUCTPATOPOB K IKCIUTYaTallMd CUCTEMBI 3allUThl MHPOPMAIIU
UH(POPMALIMOHHON CUCTEMBI.

Wudopmarus 06 H3MEHEHHSX:
Ipuxazom @CTIK Poccuu om 15 ¢pespans 2017 2. N 27 6 nynkm 16.6 6Hecenbl usmeHeHus

Cm. mexkcm nynkma 6 npeovioyujeli peoaxkyuu

16.6. Ananus ys3BuMoOcTed HH(POPMAIIMOHHOM CHUCTEMBI MPOBOJUTCS B IENAX OLEHKU
BO3MOYKHOCTH TIPEOJIOJICHUS HAPYIIUTEIEM CUCTEMBI 3allIUThl HH(OpMAIK WH()OPMAIIHOHHON CHCTEMBI U
IPEOTBPALICHUS pealn3aluu yrpo3 0e30MacHOCTH HH(OpMaIUH.

AHanu3 ysa3BuUMocTell MHGOPMAIlMOHHOM CHCTEMbI BKIIIOYAET aHalU3 YSI3BUMOCTEH CpelncTB
3alUThl UH(OPMAIMH, TEXHUYECKUX CPEICTB U MPOTrpaMMHOTro o0ecriedyeHHst UHPOPMALIMOHHOMN CUCTEMBI.

[Ipu ananuze ys3BUMOCTEHl HMH(OPMALIMOHHOW CHCTEMBI IMPOBEPSETCS OTCYTCTBHE H3BECTHBIX
YSI3BUMOCTEH CPEJCTB 3alUThl HMHPOPMAIIUU, TEXHUYECKUX CPEJICTB U IPOTPaMMHOT0 00ecreueH s, B TOM
YHClie ¢ YY4EeTOM HH(pOpMalMK, UMEIOIIeNcsa Yy pa3pad0TUMKOB U MOJIYYEHHOHN U3 APYruX OOIIeTOCTYIHBIX
UCTOYHUKOB, NPaBWIBHOCTh YCTAHOBKM M HACTPOMKM CPEICTB 3allUThl MHPOPMALUHU, TEXHUYECKHX
CPEJCTB U NMPOTPaMMHOI0 0OECreUeHUs], a TaK’Ke KOPPEKTHOCTh padOThl CPEACTB 3alUThl MHPOPMALUH
IPY UX B3aUMOJICHCTBUU C TEXHUYECKHUMHU CPEICTBAMHU U IIPOrPaMMHBIM 00€CIIeUeHHEM.

B cnyuae BbisiBIeHUS yA3BUMOCTENW MH(OPMALMOHHONW CHUCTEMBI, IPUBOAAIIUX K BOSHUKHOBEHHUIO
JIOTIOJTHUTEBHBIX ~ YIpo3 0e30MacHOCTH HMH(POpPMAallMU, MPOBOJUTCA YTOYHEHHE MOJEIM  YIrpo3
0e30macHOCTH MH(OPMaLKUKW U MpPU HEOOXOJUMOCTH NPUHHUMAIOTCA JOINOJIHUTENbHBIE MEphl 3aIlUThI
UHpOpMallMK, HANpaBlICHHbIE HAa YCTPAaHEHUE BBIABICHHBIX YSI3BUMOCTEM MM HMCKIIIOYAIOIIUE
BO3MO>KHOCTb MCIIOJIb30BaHMsI HAPYLIUTENIEM BbISIBICHHBIX YSI3BUMOCTEH.

[To pe3ynbraTam aHanu3a ysS3BHUMOCTEH JOJDKHO OBITH MOATBEPXKJIEHO, YTO B MH(POPMALMOHHOM
CUCTEME OTCYTCTBYIOT YSI3BUMOCTH, cojepxaliuecs B OaHKe JaHHBIX yrpo3 0e30MacHOCTH MH(OpMaluu
OCTIK Poccun, a Takke B MHBIX MCTOYHMKAX, WM UX UCIOJIb30BaHUE (IKCIUIyaTallMs) HapyIIUTEIEeM
HEBO3MOKHO.

16.7. IlpuemMOUHblE HCIBITAHUS CHCTEMBl 3alIUThl MH(OPMAIMK HH(OPMAIIMOHHON CHCTEMBI
npoBoasTces ¢ yuerom ['OCT 34.603 u BKIIOYAIOT MPOBEPKY BBIMIOJIHEHUSI TPEOOBAHUM K CHCTEME 3alUThI
uHpOpMallUd HH(MOPMAITMOHHONW CHCTEMBl B COOTBETCTBMM C TEXHHYECKUM 3aJJaHMEM Ha CO3JaHue
MH(GOPMALIMOHHON CUCTEMbl U (MJIM) TEXHUYECKUM 3aJjaHheM (YacTHBIM TEXHHYECKUM 3aJ[aHUEM) Ha
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CO3JJaHUE CUCTEMBI 3aIIUThI HHPOpMauu HHPOPMAITMOHHON CHCTEMBI.
AtrecTauusa UHGOPMALMOHHOM CUCTEMbI U BBOJI €€ B JeificTBHe

Wndopmarus 06 H3MEHEHHSX:
Ilynkm 17 usmenen ¢ 27 cenmsaops 2019 e. - [Ipuxaz @CTIK Poccuu om 28 masn 2019 2. N 106

Cm. npeodvloyuyio peoakyuro

17. AtrectauuMs HMHPOPMALMOHHOW CHCTEMBl OpraHusyercs oOnajgareneM HHPOpMaLUU
(3aKa34MKOM) WJIM OIIEPaTOpPOM U BKJIIOYAET MPOBEIECHUE KOMILUIEKCA OPraHU3AaLMOHHBIX M TEXHUYECKUX
MEpONpUATUHA (AaTTECTALlMOHHBIX HCIBITAHUI), B PE3yNbTaTe KOTOPBIX MOATBEP)KIAETCS COOTBETCTBUE
CHCTEMBI 3aIIUThHI HH(pOpMAUK HHPOPMALTMOHHON CHCTEMBI HAacTOsIUM TpeOoBaHUsM.

ITpoBeneHue aTTecTallMOHHBIX UCHBITAHUNH MH(OPMALMOHHOW CHCTEMbI JOJKHOCTHBIMH JIMLAMU
(paOOoTHHMKAaMH), OCYIIECTBISIONIMMU TPOCKTUPOBAaHME U (WJIM) BHEAPCHHE CHCTEMBI 3allUThI
uHpopMaLnu HHPOPMAIMOHHON CHCTEMBI, HE JOIYCKAeTCsl.

17.1. B kauecTBe UCXOIHBIX JTAHHBIX, HEOOXOAUMBIX JJISl ATTECTAIMKA UH()OPMAIIMOHHON CHCTEMBI,
UCMOJIB3YIOTCSL MOJENb yrpo3 Oe3omacHOCTH HMH(OpManuM, akT Kiaccuukauum HHOOPMAIMOHHON
CHCTEMBI, TEXHHUYECKOE 33/IaHUE Ha CO3JaHne MH()OPMAITMOHHONW CHCTEMBI U (MJIH) TEXHUYECKOE 3aaHne
(yacTHOE TEXHHYECKOEe 33aJaHuE€) Ha CO3/laHHUE CUCTEMbl 3allUThl HHpOpMaLUKU HHOOPMAIIMOHHON
CHCTEMBI, TPOCKTHAas W JKCIUTyaTallMOHHAs JOKYMEHTAllMs Ha CHUCTEMYy 3alluThl WHQPOPMALUU
UH(POPMALIMOHHOM CUCTEMBI, OPraHU3ALIOHHO-PACIOPSAUTENbHbBIE JOKYMEHTHI IO 3aluTe MH(OpMaIH,
pe3yabTaThl aHaAM3a YSA3BUMOCTEH HWH(POPMAIMOHHOW CHCTEMBI, MaTepUalbl MPEIBAPUTEIBHBIX U
IPUEMOYHBIX MCHBITAHUH CHUCTEMbI 3aIIUThl MH(pOpMALMKU HH(POPMALMOHHON CHCTEMBI, a TAaKKe HHbIE
JOKYMEHTBI, pa3pabaTbiBaeéMbIe B COOTBETCTBHH C HACTOSIIIUMHE TpeOOBaHUSIMH.

Wuopmarus 06 H3MEHEHHSX:
Ilynkm 17.2 uzmenen ¢ 27 cenmsaopsa 2019 a. - Ilpuxkaz @CTIK Poccuu om 28 mas 2019 2. N 106

CMm. npedvloywyro pedaKyuio

17.2. Atrecranus MH(OPMAaLMOHHONW CUCTEMBI IPOBOAMTCA B COOTBETCTBUM C IPOrpaMMoOM U
METOAMKAMHU aTTECTAL[MOHHBIX MCIIBITAaHUM 10 Hayana oOpabOTKK MH(pOpMalMY, NOIeKAIeH 3auTe B
uH(poOpMallMOHHON cucteme. Jlyig mpoBeneHus: aTTecTaluyd MH(GOPMAlMOHHONW CUCTEMbl HMPUMEHSIOTCS
HallMOHAJIbHBbIE CTAHJApPTHI, a TAaKKe METOJUYECKHE JOKYMEHTbI, pa3paOOTaHHbIE M YTBEpPXKACHHBIE
OCTIK Poccun B cooTBeTcTBUHM ¢ noAnyHkTom 4 nynkra 8 [lonoxenus o denepanbHoil ciiyx0e 1o
TEXHUYECKOMY U DKCIIOPTHOMY KOHTPOJIO, YTBEepkKACHHOrO Yka3zoMm IIpesunenra Poccuniickoit Penepanuu
ot 16 aBrycra 2004 r. N 1085.

[To pemenuro 3aka3uuka (omepaTopa) aTTeCTAlMOHHBIE UCIBITAHUS MOTYT OBITh COBMEIIEHBI C
IPOBE/IEHUEM ITPUEMOUYHBIX MCIIBITAHUH HH(POPMALIMOHHOMN CUCTEMBI.

[To pesynpTaTam aTTECTALIMOHHBIX HCHBITAHUNH OGOPMIISIOTCS MPOTOKOJIBl AaTTECTAL[MOHHBIX
UCTBITAHUH, 3aKIOYEHHE O COOTBETCTBUM HWH(OPMAIIMOHHOM CHCTeMBbl TpeOOBAaHUSAM O 3allUTe
uH(pOpMallMl W aTTecTaT COOTBETCTBUS B CJy4yae IOJOXKUTEIbHBIX pE3yJbTaTOB AaTTeCTAllMOHHBIX
UCIIBITaHUH.

[Ipy npoBefeHUM AaTTECTALMOHHBIX HCHBITAHUN JOJDKHBI MPUMEHSTHCS CIEAYIOIINE METOMAbI
IIPOBEPOK (UCIIBITAHUN):

9KCIIEPTHO-AOKYMEHTAIBHBIN METOJ, MpeAyCMaTpPHUBAIOIINI MPOBEPKY COOTBETCTBUS CHCTEMBI
3amMThl  MH(popManuu HMHGOPMAIIMOHHOM CHCTEMBl YCTAHOBJICHHBIM TpEOOBaHMAM IO  3allluTe
uH(popMaluuy, Ha OCHOBE OLICHKH AKCIUTYaTal[MOHHOMN JIOKYMEHTalluH,
OpraHU3alMOHHO-PACHIOPSAUTENBHBIX JOKYMEHTOB MO 3aliuTe HH(QOpManuu, a Takxke YCIOBUH
(GyHKIIMOHUPOBAHUS HH()OPMALITMOHHON CUCTEMBI;

aHau3 ysI3BUMOCTEH HH(POPMALMOHHOW CHUCTEMbI, B TOM YHCJIE BBI3BAHHBIX HENPaBUILHOU
HACTPOIKOH (KOH(UTYpHPOBAaHHUEM) TPOrPAMMHOI0 00ECIIEUEeHHUs U CPECTB 3aLIUTH HHPOPMAIIH;
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UCTBITAHUA ~ CUCTEMBl  3alUThl  MHQOpMAlMM  IyTeM  OCYLIECTBICHHS  IOMBITOK
HECaHKIIMOHUPOBAHHOTO JOCTymna (BO3JEHCTBHUA) K HMH(POPMAIMOHHON CHCTEME B OOXOJ €€ CHUCTeMbI
3alUThl HH(OPMALIHH.

17.3. Jlomyckaercs atrecraius HWHPOPMAIMOHHOM CHUCTEMBI Ha OCHOBE pe3yJbTaTOB
aTTeCTAllUOHHBIX  WCIBITAHUM  BBIAECJICHHOIO Habopa CErMEHTOB  HMH(OPMAIMOHHOM  CHCTEMBI,
peanu3yoIuUX MOJHYI0 TEXHOJIOTHIO 00paboTKH HH(pOpPMAIIHH.

B sToM cinydae pacnpocTpaHeHHe aTTecTaTa COOTBETCTBUS Ha APYrHe CerMEeHThl MHPOPMAaLMOHHON
CHCTEMBl OCYIIECTBIIACTCS NPU YCIOBUUM HX COOTBETCTBUS CErMEHTaM HWH(OPMAIIMOHHOH CHCTEMBI,
IPOILEAIINM aTTECTAl[MOHHBIC UCIIBITAHUS.

CerMeHT CUMTaeTCs COOTBETCTBYIOIIMM CEIMEHTY HMH()OPMAIIMOHHOW CHUCTEMBI, B OTHOLICHUU
KOTOPOT0 OBLIM IPOBEIEHB! ATTECTALMOHHBIE MCIIBITAHUS, €CIIU [l YKa3aHHBIX CETMEHTOB yCTaHOBJICHbI
OJIMHAKOBBIE KJIACCHI 3AIUIICHHOCTH, YIpO3bl 0€30MacHOCTH MH(POPMALMHU, PEATU30BaHbI OJHMHAKOBBIC
IPOEKTHBIE pEeIIeHHs 110 HH(OPMALIMOHHON CUCTEME U €€ CUCTEME 3allUThl UHPOPMALIUH.

CoOTBeTCTBHE CErMEHTa, Ha KOTOPBIM pPacCHpOCTpPaHSETCS aTTecTaT COOTBETCTBUS, CETMEHTY
UH(POPMALIMOHHOM CHCTEMBbI, B OTHOLIEHUHM KOTOPOro ObUIM INPOBEIECHBI AaTTECTAllMOHHBIC HCIBITAHUSA,
MOJATBEPKIACTCI B XOJ€ MPHUEMOYHBIX HCIBITAaHUH HWHPOPMAIIMOHHOW CHUCTEMBI WM CETMEHTOB
UH(POPMALIMOHHOM CUCTEMBI.

B cermenTax nH(pOpMaIIMOHHON CHCTEMBI, HA KOTOPBIE PACIIPOCTPAHSIETCS aTTeCTaT COOTBETCTBHS,
oIrepaTopoM obecneunBaeTcss COOMIOAECHUE SKCIUTyaTallMOHHONW JOKYMEHTAllMd Ha CUCTEMY 3allluThl
uHpopManuu HHGOPMAIIMOHHONH CHUCTEMBl M OPTraHMU3AaLMOHHO-PACTIOPATUTEIBHBIX JOKYMEHTOB IIO
3aluTe HHPOpPMaLUu.

OcoOeHHocTH arTecTali MHPOPMALMOHHON CHUCTEMBI Ha OCHOBE PE3YyJIbTaTOB ATTECTAIL[MOHHBIX
UCTBITAHUN BBIIEJICHHOTO Ha0opa €e CEerMEeHTOB, a TaKXe YCIOBUS M TOPSJIOK paclpOoCTpaHEHUs
aTTecTaTra COOTBETCTBHUS Ha APYrHe CErMEHTHI HH()OPMAIIMOHHONW CUCTEMBI ONPEACIISIOTCS B IPOTpaMMe U
METOAMKAX aTTECTALMOHHBIX MCIIBITAHUH, 3aKIIIOYEHUH U aTTECTaTe COOTBETCTBUS.

Undopmaris 06 n3MEHEHUAX:
Ilynkm 17.4 usmenen ¢ 27 cenmsops 2019 . - Ilpuxkaz @CTIK Poccuu om 28 mas 2019 2. N 106

Cm. npedvloyuyro pedaKyuio

17.4. AtrTtecTaT COOTBETCTBHUS BBIJIA€TCS HAa BECh CPOK AKCILTyaTallMM MH(OPMALIMOHHON CHCTEMBI.
Omneparop (obmagatens wHGpOpMaNKMK) B XOJ€ SKCIUTyaTallud WHGOPMAIMOHHON CHCTEMBI JOJKEH
obecreunBaTh MOAJEPKKY COOTBETCTBHSI CHUCTEMBl 3alIUThI WH(OpPMAIMU aTTeCTaTy COOTBETCTBHS B
paMKax pealu3aiii MEepONPHUSTHI, PeTyCMOTPEHHBIX MyHKTOM 18 HacTosimux TpeboBaHuUi.

17.5. BBog B peiicTBue WHMDOPMAIMOHHOM CHUCTEMBI OCYIIECTBISETCS B COOTBETCTBHHM C
3akoHojarenscTBoM Poccuiickoit @enepanuu o0 uHbopManuu, WHOOPMAIMOHHBIX TEXHOJOTHUSAX U O
3ammrte nuapopmanuu u ¢ yauerom ['OCT 34.601 u mpu HAIMYKU aTTECTaTa COOTBETCTBHS.

Wndopmarys 06 H3MEHEHHSAX:
Ilynkm 17.6 uzmenen ¢ 27 cenmsopsa 2019 e. - Ilpuxkaz @CTIK Poccuu om 28 mas 2019 2. N 106

CMm. npedvloywyro pedaKyuio

17.6. WNHdpopmannoHHbIE cHUCTEMBI, (YHKIMOHHMpYOLME Ha 0a3e o0med HHPPACTPYKTYpbl
(CpencTB BBIYHMCIMTENBHON TEXHHWKH, CEPBEPOB TEICKOMMYHHUKAIIMOHHOTO OOOpPYNOBAaHMS) B KadecTBE
NPUKJIAJHBIX CEPBUCOB, MOAJIEKAT aTTECTALMU B COCTABE YKa3aHHOM HH(PACTPYKTYPHI.

B ciydae eciu nHOopMaImoHHas cucreMa co3maeTcs Ha Oaze
UH(POPMALIMOHHO-TEIEKOMMYHUKAITMOHHON UHPPACTPYKTYPHI LEHTpa 00paboTKH JAHHBIX
YIIOJHOMOYEHHOTO JIWIIA, TaKas HHPPacTPyKTypa LeHTpa 00pabOoTKM AaHHBIX JOJKHA OBITH aTTeCTOBaHA
Ha COOTBETCTBUE HACTOAIUM TpeGoBaHUsAM.

[Tpu arrecTanmu WHPOPMAITMOHHOW CUCTEMBI JOJDKHBI MCTIOJNB3YIOTCS# pPEe3yabTaThl aTTeCTAIHH
o01ielt THPPaCTPYKTYphI oriepaTopa HHPOPMALIMOHHOMN CUCTEMBI.

Obecnieuenune 3alUThHI HHPOPMALMHU B X0/1€ IKCILIYATALMHU ATTECTOBAHHON HH(OpMaLIMOHHOMI
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CUCTEMBbI

Wndopmarius 06 H3MEHEHUX:
Ilynkm 18 usmenen ¢ 27 cenmsaobps 2019 e. - [Ipuxaz @CTIK Poccuu om 28 masn 2019 2. N 106

Cm. npedvloywyro pedaKyuio

18. OGecneyenue 3ammThl HHGOPMAIMK B XOJI€ JKCIUTyaTallMd HWH(GOPMAIIMOHHON CHCTEMBI
JIOJDKHO ~OCYILECTBJIATHCS ONEPaTOPOM B COOTBETCTBUH C OKCIUTYaTAallMOHHOW JOKYMEHTalued u
OpraHU3aIMOHHO-PACIOPSAUTEIBHBIMUA JOKYMEHTAMH I10 3aIluTe WH(POPMAIMK U BKIIOYATh CIEIYIOIINE
MEpOTPUSATHS:

IUTAHUPOBAHKME MEPOTIPUATHIA 1O 3anuTe HHPOpPMAIUK B HH(POPMAIIMOHHOHN CUCTEME;

aHaIM3 yrpo3 0e30MmacHOCTH HH(POPMAIK B HHOOPMALIMOHHON CHCTEME;

yIpasieHue (aAMUHUCTPUPOBAHNE) CUCTEMOH 3aIuThl HHPOpMaui HHHOPMAIIMOHHON CUCTEMBI;

yIpaBJeHue KOHGUTrypanuein nHGOpMannOHHON CUCTEMBI M €€ CUCTEMOH 3aIUThl HHPOPMAIHY;

pearupoBaHue Ha WHIUICHTHI;

UH(GOPMUPOBaHNE U 00yUCHHE TTepCcOoHaNa HHOOPMALMOHHON CUCTEMBIL;

KOHTPOJb 3a 0OecrneueHHeM YpPOBHS 3allUINEHHOCTH HWH(GOpMAIMH, COAEp)Kalencs B
MH()OPMAIIMOHHON CHUCTEME.

Undopmaris 06 n3MEHEHUAX:
Ilynxkm 18.1 usmenen ¢ 27 cenmsops 2019 . - Ilpuxkaz @CTIK Poccuu om 28 mas 2019 2. N 106

Cm. npedvloyuyro pedaKyuio

18.1. B xone miiaHMpOBaHUS MEPONPUATHUIL O 3auuTe HH(POPMAMK B MH(POPMAITMOHHON cUcTeMe
OCYIIECTBISIOTCS:

ONpECIICHUE JIML, OTBETCTBEHHBIX 3a IUIAHUPOBAHUWE M KOHTPOJIb MEPONPHUATUN IO 3alIUTe
uHpOopManru B HHOOPMAIIIOHHON CHCTEME;

OIIpECIICHUE JINL, OTBETCTBEHHBIX 32 BBISBJICHNE UHIUICHTOB U PEarnpOBAHNUE HA HUX;

pa3paboTKa, yTBEp)KIEHHE M aKTyalu3alus IUIaHa MEPONpPHATHH IO 3ammuTe WHPOpMAIHUU B
UH(POPMALIMOHHOM cUCTEME;

onpejesieHue TMOpsAAKa KOHTPOJS BBIIOJHEHHUS MEPONPUITUH 1O O0OECHEeYeHUIO 3allUThl
uHpopMaLu B MHOOPMAIIMOHHON CHCTEME, TPEYCMOTPEHHBIX YTBEPKIEHHBIM IIAHOM.

[Tnan meponpusaTuii no 3amure HHGOpPMaluy B UHGOPMALTMOHHON CUCTEME YTBEPIKIAETCS BMECTE
C MpPaBOBBIM AaKTOM OpraHa MCIOJHUTEIBHOW BJIAaCTU O BBOJE WH(GOPMAIMOHHON CHCTEMBI B
JKCIUTyaTaluIo.

KOHTpoONb BBINOJHEHUSI MEpPONPUATUH, NPEAYCMOTPEHHBIX IUIAHOM MEPOIPHUATHI 10 3alluTe
uH(popMaluu B MH(GOPMAIMOHHOM CHUCTEME, OCYIIECTBISETCS B CpPOKH, OIPEJEICHHbIE YKa3aHHbBIM
IIJIAHOM.

Wndopmarys 06 M3MEHEHHSAX:
Ilynkm 18.2 uzmenen ¢ 27 cenmsopsa 2019 e. - Ilpuxaz @CTIK Poccuu om 28 mas 2019 2. N 106

CMm. npedvloyuyro pedaKyuio

18.2. B xoxe ananuza yrpo3 6e30macHOCTH HHGOpMAIMK B MHPOPMAIIMOHHON CHUCTEME B XOJIE €€
9KCIUTyaTaluy OCYIIECTBISIOTCS:

BBISIBIICHHE, aHATIN3 M YCTPAHEHUE YI3BUMOCTEH HHPOPMAITMOHHOW CHCTEMBI;

aHaJu3 U3MEHEHHUs yrpo3 0e30nacHoCTH HHPOPMALUU B HH(OPMAIIMOHHON CUCTEME;

OLICHKa BO3MOXHBIX IIOCIEJACTBUI peanu3allMi yrpo3 0e30macHOCTH HH(oOpManuu B
UH(POPMALIMOHHOM cUCTEME.

[leppomuvyHOCTE  TPOBENEHUS  YKa3aHHBIX  pabOT  ompeienseTcs  OmepaTtopoM B
OpraHU3aIMOHHO-PACHOPSAUTENBHBIX TOKYMEHTAX I10 3aIUTe UH(OPMAIIHH.

Wudopmanust 06 U3MEHEHHUSX:

Ilynkm 18.3 usmenen ¢ 27 cenmaopa 2019 e. - Ilpuxaz @CTIK Poccuu om 28 mas 2019 2. N 106
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CMm. npedvloyuyro pedaKyuio

18.3. B xome ympaBieHus (aIMUHHCTPUPOBAaHUS) CHCTEMOW  3amUThl  WHGpOpMaIUU
MH()OPMAIIMOHHON CHCTEMBI OCYIIIECTBIISIOTCS:

OTIpeNieJIeHUe JIMIl, OTBETCTBEHHBIX 3a YIpaBiieHHE (aIMUHHCTPUPOBAHUE) CHCTEMOW 3aIIUTHI
nH(popManyy HH(POPMALMOHHON CUCTEMBI;

yIpaBJIEHUE YYETHBIMHM 3alUCSIMM II0JIb30BaTeNieii M MOIAep)KaHHUE B AKTYaJbHOM COCTOSHHUH
IpaBWJI pa3rpaHUYeHus JOCTyNa B HH()OPMALMOHHON CUCTEME;

yIIpaBJIEHUE CPEICTBAMH 3alUTH HH()OpMAIMK HHPOPMALIMOHHOHN CHCTEMBI,

yIIpaBJeHUEe OOHOBJIEHHSIMU MPOTPAMMHBIX W MPOTPaMMHO-AIIAPATHBIX CPEICTB, B TOM YHCIIE
CPEACTB 3alIUThl HMH(POPMAIMH, C Y4YETOM OCOOEHHOCTeH (DYHKIMOHUPOBAHHUS HHGOPMAIIMOHHON
CHCTEMBI,

[EHTPAJIM30BaHHOE YIIPAaBJICHHE CHCTEMOW 3alIMThl MHPOpPMALUU HWH(POPMAIMOHHON CHUCTEMBI
(pu HEOOXOUMOCTH);

MOHUTOPHHT ¥ aHAJIHN3 3apPETHCTPUPOBAHHBIX COOBITHI B MH()OPMAIIMIOHHON CHCTEME, CBSI3aHHBIX C
obecrieueHreM 0€3011acCHOCTH (J1aiee - COOBITHS OE30TaCHOCTH);

obecrieyeHne (HYHKIIMOHHUPOBAHUS CUCTEMBI 3alIUTH MH(POpPMauu HHPOPMAITMOHHOW CUCTEMBI B
XOle  ee  OKCIUTyaTallud,  BKJIIOYas  BEJCHHWE  OKCIUTyaTallMOHHOM  JOKYMEHTaluu |
OpTraHU3aIMOHHO-PACHIOPSAUTENBHBIX TOKYMEHTOB 1O 3alIUTe HHPOPMAITUH.

Wudopmarus 06 H3MEHEHHSX:
Ilynkm 18.4 uzmenen ¢ 27 cenmsaopsa 2019 a. - Ilpuxkaz @CTIK Poccuu om 28 mas 2019 2. N 106

CMm. npedvloywyro pedaKyuio

18.4. B xozxe ympasineHuss KoHpuUrypauuei MHOOPMAIMOHHONW CHCTEM M €€ CHUCTEMBbl 3allUThI
UH(POPMALIUU OCYIIECTBIISIOTCS:

OIpe/ieNIeHUe JIUL, KOTOPhIM pa3pellieHbl ACHCTBUS 110 BHECEHMIO M3MEHEHMH B KOH(MUIYpalUIo
UH(POPMALIMOHHON CUCTEMBI U €€ CUCTEMBI 3allUThl HH()OPMAIUH, U X TTOJIHOMOYH;

olpesielIeHne KOMIIOHEHTOB HMH(OPMAIlMOHHON CHUCTEMBl M €€ CHCTEMbI 3allMThl MH(pOpMAaLUH,
NOJUIeKAIMX HM3MEHEHHWI0O B paMKax yhpaBlieHUs KoHurypamuei (uneHTHdukanus oObBEKTOB
ylpaBjIeHUs] KOH(UIypaiueii): nporpaMMHO-annapaTrHele, IporpaMMHbIE CPEACTBA, BKIIOYas CpPEICTBA
3alUThl MH(OpPMAlMK, HMX HACTPONKM U TNPOTPaMMHBIA KOJ, SKCIUTyaTallMOHHas JIOKyMEHTAallMs,
uHTepdeichl, (hailybl 1 MHbIE KOMIIOHEHTHI, OJIeKalle U3MEHEHUIO U KOHTPOJTIO;

yhpaBjieHUE H3MEHEHUSMH HH(POPMAIIMOHHON CHCTEMBI M €€ CHUCTEMBbl 3allluThl WH(OpManuu:
pa3paboTKa MapaMeTpoB HACTPOMKH, 0OeCcTIeYMBAIOIIUX 3AIIUTY MH()OPMAIMH, aHAJIU3 MOTEHIUAIBLHOTO
BO3/ICICTBUS IJIAHUPYEMBIX HM3MEHEHMH Ha oOecledeHHe 3alluThl HHPOpMAIUH, CaHKIHOHHPOBAHHE
BHECEHUs] HW3MEHEHMH B HH(MOPMAIMOHHYI0 CHCTEMY M €€ CHCTeMy 3alluThl HH(popMaluy,
JOKYMEHTUPOBAaHUE JEHCTBUII MO BHECEHMIO M3MEHEHUN B MH(QOPMAIMOHHYIO CHUCTEMY U COXpaHEHHE
JAHHBIX 00 U3MEHEHUSIX KOHPUTypallnu;

KOHTPOJIb JEMCTBHM MO BHECEHUIO M3MEHEHHH B MH(POPMAIMOHHYIO CHCTEMY U €€ CHCTEMY
3aLIUThI UH(OPMALIHH.

PeanuzoBanHble IpoLeCcChl YIIPaBIeHUsI H3MEHEHUAMU MH(GOPMAIlMOHHON CHUCTEMBI U €€ CHCTEMBI
3alMUThl  MHGOpPMAlMK JOJDKHBI  BKJIOYATh MPOLECCHl TAapaHTUHHOrO M (MIM) TEXHUYECKOIro
00CyXUBaHUS, B TOM YHUCJIE IUCTAaHIIMOHHOTO (YJAJIEHHOT0), IPOrPaMMHBIX U NMPOTrpaMMHO-aNNapaTHIX
CpPeZCTB, BKJIIOYasi CPEACTBA 3alUThI HH(POpMAUY, HHOOPMAITMOHHON CHCTEMBI.

Wudopmanust 06 U3MEHEHUIX:

Tpebosanus donoanenvt nynkmom 18.5 ¢ 27 cenmsabpsa 2019 e. - Ilpuxaz @CTOK Poccuu om 28 masa
2019 2. N 106
18.5. B xone pearnpoBaHusl HA UHIUAECHTHI OCYIECTBIISIFOTCS:
oOHapyXeHHe W WACHTHU(UKAIMSA HWHIMICHTOB, B TOM YHCJIE OTKA30B B OOCIYyXHMBaHWUH, COOEB
(mepe3arpy3ok) B pa0oTe TEXHMYECKHX CPEJICTB, MPOTPAMMHOIO OOECIEYEHUsST U CPEICTB 3alUThI
uH(pOpMalliy, HapyUIEHUN MpaBWil pa3rpaHUYeHHs] JOCTyMa, HENPaBOMEPHBIX JEHCTBUH 1O cOopy
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nH(opMaIuy, BHEAPEHUH BPEIOHOCHBIX KOMITBIOTEPHBIX MpOTrpaMM (BHPYCOB) M HWHBIX COOBITHH,
NPUBOIALINX K BOSHUKHOBEHUIO HHIIUIAEHTOB;

CBOEBPEMEHHOE WH(POPMHUPOBAHKE TIOJIH30BATEIISIMU U aIMUHICTPATOPAMH JIUI, OTBETCTBEHHBIX 32
BbIAABJICHUC MHIUJACHTOB U PCarupoBaHMC HAa HUX, O BO3HUKHOBCHUHW HHIUJICHTOB B HH(i)OpMaLIHOHHOI;'I
CHCTEME;

aHaJIM3 HWHIOUACHTOB, B TOM 4YHCJIC OINPCACICHUC HWCTOYHUKOB HW IMPHUYNH BO3HUKHOBCHUSA
WHIIMJICHTOB, a TAK)KE OIIEHKA MX TIOCIICICTBHIA;

IJIAaHUPOBAHUC U MPUHATUC MCP IO YCTPAHCHHUIO MHIUACHTOB, B TOM YHUCJIC 10 BOCCTAHOBJICHUIO
UH(POPMAIIMOHHOM CHCTEMBI U €€ CerMEHTOB B cllydae OTKa3a B OOCIHY)XMBAaHMHM WJIHM TIOCIE COOEB,
YCTPAHEHMIO MOCIEACTBUNA HApYLICHUs IPABWIJI Pa3rpaHUYCHHUs JOCTYIA, HEIPABOMEPHBIX JEHCTBUU IO
cOopy uH(pOpMAaIUU, BHEIPEHUS BPEIOHOCHBIX KOMITBIOTEPHBIX MPOTpaMM (BUPYCOB) U UHBIX COOBITHIA,
NPUBOIALINX K BOSHUKHOBEHUIO UHIIUIAEHTOB;

IUTAHUPOBAHKE U MIPUHSITHE MEP IO MPEIOTBPAIICHUIO TTOBTOPHOTO BOSHUKHOBEHHSI HHITHICHTOB.

Wndopmarius 06 H3MEHEHUX:

Tpebosanusi donoanenvt nynkmom 18.6 ¢ 27 cenmsaopsa 2019 e. - [Ipuxaz @CTIK Poccuu om 28 mas
2019 2. N 106

18.6. B xome wunHpopmMupoBaHuS U O0O0y4YeHHs TepcoHaNa HWH(GOPMAIMOHHONW CHCTEMBI
OCYIIIECTBIISIOTCS:

uH(OPMUPOBaHHUE TEpPCOHaNa WH(GOPMAIMOHHONW CHUCTEMBI O MOSBICHUH aKTyaJbHBIX Yrpo3ax
6e30macHOCTH HH(POPMAIINH, O TIPABIIIaX 0€30MacHON dKCIUTyaTalui HHPOPMALMOHHON CUCTEMBI,

JOBeJIeHHe A0 TMepcoHana MH()OPMAIMOHHOW cHUCTeMbl TpeOOBaHUI MO 3amuTe MHPOpMAIUH, a
TaKXe TOJ0KESHUH OpraHU3alMOHHO-PACTIOPSIIUTEIBHBIX JOKYMEHTOB 10 3aIIUTe HHPOPMALIUU C YIETOM
BHECEHHBIX B HUX U3MEHEHU;

o0yuyeHne mepcoHasia MHOOPMAIIMOHHON CHCTEMbI MPaBUJIaM JKCIUTyaTallMd OTAEIBHBIX CPEICTB
3alUThl HH(OPMALINK;

IIPOBEJICHUE MTPAKTUUECKUX 3aHATHH U TPEHUPOBOK C MEPCOHATIOM MH(POPMAIIMOHHON CUCTEMBI 1O
OJIOKHPOBAaHUIO YTpo3 Oe30MmacHOCTH HH(OPMALIUU U pearipoOBaHUIO HA MHIIUJCHTHL;

KOHTPOJIb OCBEJIOMIIEHHOCTH TE€pCOHalIa MHPOPMALMOHHOW CHUCTEMBI 00 yrpo3ax 0e30macHOCTH
UH(OPMAaLIMU M YPOBHS 3HaHUI MepcoHaa 1o BoIpocaM 00eceueH s 3aIuThl HH(OPMAIIHH.

[leproaruHOCTH IPOBEACHUS MPAKTUUECKUX 3aHITUI M TPEHUPOBOK C MEPCOHAIOM, MEPOIPUSITUIA
o OOYyYEHHUIO MEepCOoHaja M KOHTPOJIO OCBEAOMIIEHHOCTH MEPCOHAla YCTaHABIMBAETCS ONEpPaTopoM B
OpraHU3al[MOHHO-PACTIOPSAUTENBHBIX JOKYMEHTaX IO 3aluTe MHQOpMAlUH C y4eTOM OCOOEHHOCTEH
(GyHKIMOHUPOBAaHUS MH()OPMAIIMOHHON CHCTEMBI, HO HE pexe 1 pa3a B /1Ba roja.

Wndbopmarrust 06 n3MEHEHUSX:

Tpebosanusi oonoanenvt nynkmom 18.7 ¢ 27 cenmsaopsa 2019 e. - [Ipuxaz @CTIK Poccuu om 28 mas
2019 2. N 106

18.7. B xoz1e KOHTpOJIs 32 0OecrieueHEeM YpOBHS 3alMIEHHOCTH UH(pOpMAIUHY, cojieprKaleiics B
MH(OPMaLIMOHHON CUCTEME, OCYIIECTBISIOTCS:

KOHTPOJIb (aHAJIN3) 3alMIIEHHOCTH WH(pOpPMAalUU C Yy4eTOM OCOOCHHOCTEH ()YHKIIMOHHPOBAHUS
MH(OPMALIMOHHON CUCTEMBI;

aHaM3 M OleHKa (YHKIMOHMPOBAHUS HH(POPMALMOHHOM CHCTEMBI M €€ CHCTEMBl 3alllUuThl
uH(pOpMallK, BKIIOYasl aHAIU3 U YCTPaHEHHE YS3BUMOCTEH M MHBIX HEIOCTATKOB B ()YHKIIMOHUPOBAHHUU
CHCTEMBI 3alMThI HH(OpMAIMKA UHPOPMALIMOHHON CUCTEMBI;

JIOKYMEHTHPOBAHUE MPOLIETYP U PE3YIbTATOB KOHTPOJIS 32 00ECIIEYeHUEM YPOBHS 3alllUIIIEHHOCTH
UHpOpMaLnK, coiepKaleiics B nH(HOPMAIIMOHHOHN cUCTEME;

NPUHIATHE pEHIeHUs] 10 pe3ylbTaTaM KOHTPOJS 3a OOeCHedYeHHWEM YpPOBHS 3alIMIIEHHOCTU
uHpOpMalMK, cojepxalieiics B HMHOOPMAIMOHHOW cHUCTeMe, O HEOOXOAMMOCTH J0pabOTKU
(MOZepHU3alNN) €€ CUCTEMBI 3alllUThl HH()OPMALIUH.

Konrponr 3a oOecrnedeHneM ypOBHsS 3alIMIIEHHOCTH HWH(QOpPMALUH, coaepxkalieica B
MH(OPMALIMOHHON CHUCTEME, IPOBOJUTCS OMNEPAaTOPOM CaMOCTOSITEIbHO M (WJIM) C MpPHUBICYECHHEM
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OpraHM3aliK, WMEIONMEH JMIEH3UI0 Ha AEATeNBHOCTh M0 TEXHWYECKOW 3amuTe KOH(PHICHIIMAIBHON
uHpOpMaLIUH.

[leproan9HOCTS MPOBEACHUS KOHTPOJIS 32 00ECIICUCHHEM YPOBHS 3aIUIICHHOCTH MH(OpManuy,
cozepikaleiics B MH(GOPMALMOHHON cucteMe | Kiacca 3alUIIEHHOCTH, YCTaHABIMBAETCS OIEPATOPOM B
OPraHU3alMOHHO-PACTIOPSANTENBHBIX JOKYMEHTaX M0 3alluTe MHPOpPMAIMU C y4eTOM OCOOEHHOCTEH
GyHKIMOHMPOBaHUS MHOOPMAIIMOHHON CHCTEMBI, HO HE pexe | pa3a B ro.

[leproan9HOCTS MPOBEACHUS KOHTPOJIS 32 00ECIICUCHHEM YPOBHS 3alUIICHHOCTH MH(OpManuy,
cojepxaiieiics B MHQOPMALMOHHBIX CHCTEMax 2 M 3 KIAacCOB 3alIMIICHHOCTH, YCTAHABIMBAETCS
OIIEpaTOpPOM B OPTaHH3ALMOHHO-PACTIOPSAUTEIBHBIX JAOKYMEHTaX IO 3aluTe WHPOPMAIMU C Y4ETOM
ocobeHHOCTeH (PYHKIIMOHUPOBaHHUS MH(POPMALIMOHHBIX CHCTEM, HO HE pexke 1 pasa B 1Ba roja.

Oobecnevyenue 3amMThHl HHGOPMALMM NPU BHIBO/IE U3 IKCILIYaTAIMHA ATTECTOBAHHOM
UHG(OPMALMOHHOI CHCTEMBbI HJIH MOCJe IPUHATHS PelleHus 00 OKOHYaHUM 00padoTKHN
uHpopMaun

19. OobGecneuenne 3ammThl WHQOPMAIMK TPU BBHIBOJE W3 OIKCIUTyaTalliM AaTTECTOBAHHOU
UH(GOPMAIIMOHHONW CHUCTEMbI HIIM TOCIE NPUHATUS pelleHus 00 OKOHYaHuu o0paboTKu uHbopMaruu
OCYIIECTBIISICTCS ONIEPATOPOM B COOTBETCTBUU C IKCIUTyaTaIIMOHHON JOKYMEHTAIMEH Ha CHCTEMY 3aIUThI
uH(popMaluu WHOOPMALMOHHONW CHUCTEMBbl M OPraHU3allMOHHO-PACTIOPSAUTEIbLHBIMUA JIOKYMEHTaMHU 10
3anUTe UHPOPMALIMU U B TOM YHCIIE BKIIIOYALT:

apXUBHUpOBaHHE MH(OPMALIHU, COAepKalIelics B MH(OOPMALIMOHHON CUCTEME;

YHAYTO)KCHHE (CTHpAHHWE) JaHHBIX W OCTaTOYHOW HWH(POPMALMU C MAIIMHHBIX HOCHUTEJEH
uH(popMaluu U (MJIM) YHUUTOKEHUE MAIIMHHBIX HOCUTENIeH nH(OpMaIIHH.

19.1. ApxuBupoBanue WHGOPMAIIUH, COJEpKAMIEHCS B HHPOPMAIMOHHON CHCTEME, OJIKHO
OCYIIECTBIISITECS MPH HEOOXOTUMOCTH JAlIbHEHIIEro HCHOJB30BaHUA HMH(OpPMAIMKU B JESATEIbHOCTH
oreparopa.

19.2. YHuuroxeHue (CTUpaHUE) AAHHBIX U OCTATOYHOW HMH(OpPMALMK C MAIIMHHBIX HOCUTENEH
WHPOPMALIUK TIPOU3BOAMTCS TIPU HEOOXOAMMOCTH TIepeladd MAIIWHHOTO HOCHUTENIs WHGOpMAaInuu
JIPYroMy TOJIb30BaTEN0 HH(POPMAIIMOHHON CHUCTEMBl HIIM B CTOPOHHHE OpraHHW3alluu IS PEMOHTA,
TEXHUYIECKOTO 0OCTYKHBAHUS WU TAJTHHEUIIIETO YHUUYTOKEHUSI.

[Ipu BbIBOAE W3 OKCIUTyaTalliM MAalIMHHBIX ~HOCHTeNed wuHpoOpMaIlMi, Ha KOTOPBIX
OCYIIECTBIISUTUCH XpaHEeHUEe U 00paboTka MHGOPMAIINH, OCYIIECTBISETCS (PU3NUECKOE YHUUTOKEHHUE ITHX
MAaIIMHHBIX HOCUTENEH HHPOpMAaITHIH.

III. TpeGoBaHus kK Mepam 3alMThHI HHPOPMALMH, coAepkanleiicss B MTHPOPMALMOHHON cucTeMe

20. OpraHu3alMOHHBIE M TEXHWYECKME MEpbl 3alluThl HH(QOpMaIUU, peaau3yeMble B
MHPOPMAIIMOHHON CHUCTEME B paMKaxX €€ CHCTeMbI 3alluThl WHPOpPMAIHU, B 3aBUCUMOCTH OT YIrpo3
6€e301acHOCTH uHpOpMaLuy, HCTIOJIb3YEMBIX MH(POPMAIMOHHBIX TEXHOJIOTH u
CTPYKTYPHO-(DYHKITMOHAIBHBIX XapaKTePUCTUK WHPOPMAIIMOHHON CUCTEMBI JOJDKHBI 00€CTIeunBaTh:

UICHTUPUKAIMIO U ayTeHTU(DUKALUIO CYOBEKTOB JOCTYIA U 0OBEKTOB JJOCTYIIA;

YIPaBJICHHUE TOCTYIIOM CYOBEKTOB JOCTyIA K 00bEKTaM JOCTYTIa;

OrpaHUYEHHUE IPOTPAMMHOM CpeJibl;

3alIMTy MalIMHHBIX HOCHTENIEH MHPOPMAIINH;

perucTpanmio coObITui 0€30MacHOCTH;

AHTHBHPYCHYIO 3aIIHTY;

oOHapy>keHHe (Tpe0TBpallleHne) BTOPKEHUH;

KOHTPOJIb (aHAJIN3) 3alMIIEHHOCTH UH(pOpMaInH;
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[IEJIOCTHOCTh MH(POPMAITMOHHON CHCTEMBI U HH(DOpMAITUH;

JOCTYITHOCTh HH(OpMAINH;

3alUTY CPEbl BUPTYaTU3allUu;

3alUTy TEXHUYECKUX CPECTB;

3a1uUTy HHGOPMAIITMOHHON CHCTEMBI, €€ CPEJICTB, CHCTEM CBSI3H U MEpelauu JTaHHBIX.

CoctraB mep 3ammuThl WHGOpMANIMKU M UX 0a30Bble HAOOPHI ISl COOTBETCTBYIOIIMX KIJIACCOB
3alUIIEHHOCTH HH()OPMALIMOHHBIX CUCTEM MPUBEIEHBI B NpuiioxkeHny N 2 K HacTOSKUM TpeOoBaHUSM.

20.1. Mepsl 1o uaeHTU(UKAIMU U ayTEHTU(UKAUH CYOBEKTOB JIOCTyNa U OOBEKTOB JOCTYIA
JTOJDKHBI  oOecrieynBaTh IPUCBOEHUE CyObeKTaM U OOBEKTaM JOCTyla YHUKAJIbHOTO IpU3HAaKa
(unentudukaropa), CpaBHEHHE MPEIBIBIAEMOr0 CyOBEKTOM (0OBEKTOM) AOCTyHa HACHTH(HKATOpa C
MEepEeYHEM MPUCBOCHHBIX HJIEHTU(UKATOPOB, a TAKXKE MPOBEPKY MPUHAUICKHOCTU CYOBEKTY (OOBEKTY)
JIOCTYTIA MPEIBSIBICHHOTO UM HIIeHTU(HUKaTOpa (MOATBEPKIECHUE MTOITMHHOCTH).

20.2. Mepbl 1O yHOpaBiIEHUIO IOCTYIIOM CYOBEKTOB JHOCTyHa K OOBEKTaM JIOCTyMa JOJKHBI
o0ecrieynBaTh YIpaBJICHHUE IPaBaMU U TMPHUBHIETUAMH CYyOBEKTOB IOCTYIA, pasrpaHUYEHHUE JOCTyIa
CyOBEKTOB JOCTyNa K 00bEKTaM JOCTyIa Ha OCHOBE COBOKYITHOCTH YCTAHOBJICHHBIX B MH(OPMAIIMOHHOM
CHCTEME MPaBIJI pa3rpaHUUCHUS JIOCTYIIA, a TAKXKe 00eCTIeYnBaTh KOHTPOJIb COOIOICHHSI STHX TTPABHUIL

20.3. Mepsbl 0 OrpaHUYECHUIO MPOTPAMMHON Cpebl JOJDKHBI 00ecredrBaTh YCTAHOBKY U (KJIH)
3allyCK TOJBKO pa3pelIeHHOTO K HWCHOJb30BAHMWI0O B HMH(POPMALMOHHOW CHCTEME MPOrPaMMHOIO
o0ecrieyeHUss WM HUCKIIOYaTh BO3MOXKHOCTh YCTAaHOBKM U (WJIM) 3allyCcKa 3alpelieHHOTro K
UCTIOJIB30BaHUIO B MH(POPMAITMOHHON CHCTEME IMPOrPaMMHOTO 00€CIIeYeHUSI.

20.4. Mepbl o 3aIMTe MAIIUMHHBIX HOcHTeleld mHpopmarnuu (cpencrtBa o0OpabOTKH (XpaHCHHS)
UHPOpPMALUK, ChEMHBIC MAIIMHHBIE HOCUTENH WH(POPMALMN) TOJDKHBI HCKIIOYaTh BO3MOKHOCTH
HECAaHKIIMOHMPOBAHHOTO JOCTYIA K MAIIMHHBIM HOCUTEIISIM U XpaHsIlenics Ha HUX HHPOpMaIuH, a TaKxKe
HECaHKIIMOHUPOBAHHOE MCIIOJIb30BaHNE ChEeMHBIX MAITMHHBIX HOCUTENEH HH(OpMAITHH.

20.5. Mepsl 10 perucTpanuu cOOBITUN 0€30MacHOCTH AOJKHBI oOecrednBaTh cOOp, 3ammuch,
XpaHEHHE W 3alUTy MHPOPMALUU O COOBITHSIX OE30MacHOCTH B MH()OPMAIMOHHOW CHUCTEME, a TaKXKe
BO3MOXXHOCTh MPOCMOTPA U aHANIM3a UH()OPMAIIUY O TAKUX COOBITUSAX M pEarnpoBaHUE HA HUX.

20.6. MepsI 10 aHTHBHPYCHOM 3aIIUTE JOJDKHBI 00ecTieynBaTh OOHApYKEHHE B MHPOPMAITMOHHON
cUCTeME KOMIIBIOTEPHBIX MPOTrpaMM JIMOO HWHOW KOMIIBIOTEPHOM HH(OpMAIuM, MpeAHa3HAaYeHHOW s
HECaHKI[MOHMPOBAHHOTO YHUYTO)XXEHMSI, OJIOKMPOBaHUS, MOAM(PHUKAIUU, KOMUPOBAHUS KOMIIbIOTEPHOU
UHGOpPMALIMM WIM HEWTpaJau3alMd CPEeACTB 3allUThl HHQPOpMAlMH, a TakXe pearupoBaHUE Ha
oOHapyXeHHEe 3TUX MPOrpaMM U HHPOPMaIUH.

20.7. Mepsl 1O OOHapy)XeHHUIO (IPEJOTBPALCHUIO) BTOPKEHUH JIOJDKHBI oOecreynBaTh
oOHapyXeHHe JeUCTBUH B MHPOPMAIIMOHHON CHCTEME, HaNpaBJICHHBIX Ha MpeJHaMEPEHHBIN
HECaHKIIMOHMPOBAHHBIA JOCTYN K HWH(pOpMalMH, CHENHaJbHbIE BO3ACHCTBUS Ha HMH(OPMAIMOHHYIO
cucteMy u (W) UHGOPMAIUIO B IEJSIX €€ NOOBIBaHUS, YHUUYTOKEHHUS, UCKAKECHUS] U OJIOKMPOBAHUS
J0CTyMa K MH(pOpMaIum, a TakKe pearnpoBaHUe Ha 3TU JAECHCTBHSL.

20.8. Mepsl 10 KOHTpOJIIO (aHAIM3y) 3AIIUIIEHHOCTH HMHQPOpPMAlUU JOHKHBI 00eCTeunBaTh
KOHTPOJIb YPOBHS 3alIMIIEHHOCTH HMH(OpMAIMM, cojepxalieiics B MHPOPMALMOHHOW cucTeme, MmyTeM
MPOBEJCHUS MEPONPUATUIN O aHAINU3Y 3ALIUIIEHHOCTH UH()OPMAIMOHHOW CUCTEMBI U TECTUPOBAHMIO €€
CHCTEMBI 3allIUThl HH(OPMALIHH.

20.9. Mepsl 1o obecrneueHuIo HeI0CTHOCTH HHPOPMAITMOHHON cUCTEMBl U MH(GOPMAIIUU JTOJIKHBI
oOecrieunBath ~ OOHapykeHHMe  (aKTOB  HECAHKIMOHMPOBAHHOIO  HAPYIIEHHUS  I[IOCTHOCTH
MH(GOPMALlMOHHOM CHUCTEMBl U cojepkauleiici B Hed uHpOpMalnuu, a Takke BO3MOXKHOCTb
BOCCTaHOBJICHHS HH(POPMALIMOHHOM CUCTEMBI U COoZiepiKalleiics B Hell nH(popMaluu.

20.10. Mepbl 1o oOecHeueHuro JIOCTYMHOCTH HH(OpMalMHM JOJDKHBI  OOecreunBaTh
aBTOPU30BAHHBIA JIOCTYN MOJb30BAaTE]IEeH, MMEIOUIMX IpaBa MO TaKOMy JAOCTYNy, K HHQOpMaIuH,
cojmepkamieiics B MHGOPMAlMOHHOM  CHUCTeMe, B IITaTHOM peXuMe  (YHKIIMOHUPOBAHUS
UH(POPMALIMOHHON CUCTEMBI.

20.11. Mepbl mo 3ammTe Cpeabl BUPTyaIU3allMy JTOJHKHBI MCKIIIOYaTh HECAHKIIMOHUPOBAHHBIN
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IoCcTynl K wuHpopmamuu, oOpabaTbiBaeMOW B BHUPTYIbHOM HMH(PPACTPYKTYpE, W K KOMIIOHCHTaM
BUPTYaJIbHONH MHQPACTPYKTYPHI, a TaKXKe BO3JEHCTBHE HA MH(POPMALMIO U KOMIIOHEHTHI, B TOM YHCIE K
CpEeICTBAM  YIpPABJICHUA BUPTYAIbHOH  HMHPPACTPYKTypOoH, MOHHUTOPY BHUPTYQJIbHBIX MAIIUH
(rUmepBU30py), CUCTEME XpaHCHHs JaHHBIX (BKJIIOYash CUCTEMY XpaHEHUsT 00pa3oB BUPTYaIbHON
UH(GPACTPYKTYphl), CETH IMepeladd JaHHBIX Yepe3 JJIEMEHThl BUPTYAIbHON WK (U3HYECKOi
UHPPACTPYKTYPbI, TOCTEBBIM OMNEPAMOHHBIM CHCTEMaM, BUPTyalbHBIM MallMHAM (KOHTEHHEepam),
CUCTEME€ M CeTH peIUIMKAllMU, TePMUHAIbHBIM W BHUPTYaJbHBIM YCTPOHCTBAM, a TaKXKe CHCTEMe
PEe3epBHOrO KONMMPOBAHMS U CO3AABAEMbIM €10 KOIIHUSIM.

20.12. Mepbl 1m0 3amUTe TEXHUYECKUX CPEIACTB JOJKHBI HMCKIIOYATh HECAHKIIMOHWPOBAHHBIN
JOCTYIl K CTallOHApHBIM TEXHUYECKHM CpeICTBaM, OOpalaThIBAIOMIMM HH(MOPMAIHIO, CPEICTBaM,
obecrieunBarOUM (YHKIIMOHUPOBaHHE HMH(POPMAITMOHHON CHCTEMBI (l1ajiee - CpeacTBa OOeCIeYCHUS
(YHKIMOHUPOBAHUS), U B IOMEUICHHUS, B KOTOPBIX OHH IOCTOSHHO PACIIOJIOKEHBI, 3alIUTy TEXHUYECKUX
CPEICTB OT BHEIIHUX BO3ACHCTBHI, a TaKke 3alUTy HHPOpPMAIMHU, NPEICTABICHHON B BHUJE
UH(POPMATUBHBIX JICKTPUUECKUX CUTHATIOB U (PH3HUECKUX MOJICH.

20.13. Mepsl 1o 3ammure WHOOPMAIMOHHOW CHCTEMBI, €€ CPEJICTB, CHCTEM CBS3U W Iepeaavu
JAHHBIX JTOJDKHBI 00€CIIeuynBaTh 3alIUTy HHPOPMALIUU TPH B3aUMOICHCTBUN HH()POPMAITMOHHON CHCTEMBI
WIH ee OTJIEbHBIX CErMEHTOB c UHBIMH MH(OPMaIMOHHBIMU CUCTEMaMHU u
UH(POPMALMOHHO-TEICKOMMYHUKAIIHOHHBIMA ~ CETSIMH ~ TIOCPEACTBOM  IPUMEHEHHS  apXUTEKTYpPHI
UH(GOPMAIIMOHHON CHCTEMBI, IPOEKTHBIX PEUICHHUH MO ee chucTeMe 3allUThl HH(OpMaLUY, HAPaBICHHbBIX
Ha oOecrieueHme 3auThl HH)OPMAIIHH.

21. Beibop mep 3amuthl HHGOPMAIUU I UX pealn3aluid B THPOPMAIMOHHON CUCTEME B paMKax
€€ CUCTEMBI 3alUThl HH()OPMAIH BKIIIOYAET:

ompezneneHue 0Oa3zoBoro Habopa Mep 3amUThl HHPOPMAIMHM A YCTAaHOBJIEHHOIO Kiacca
3alIUIIEHHOCTH HMH(OPMAIIMOHHONW CHCTEMBI B COOTBETCTBHM C 0a30BBIMH Ha0OpaMH Mep 3allUThl
uH(pOopMalnu, MTPpUBEICHHBIMU B ripuiiockennn N 2 k HacTosmuM TpeboBaHusM;

amanTanuio  0azoBoro  Habopa  Mep  3amMThl  MHPOpPMAIMKM  NPUMEHUTEIBHO K
CTPYKTYpHO-(DYHKIIMOHAIBHBIM ~ XapaKkTEePUCTUKaM HHGOPMALMOHHOW CHCTEMbI, HH(QOPMAIIIOHHBIM
TEXHOJIOTUSIM, OCOOCHHOCTAM  (DYHKIIMOHHUPOBAHHS HMH(DOPMALIMOHHOW CHUCTEMBI (B TOM YHCIE
IOpeycMaTpUBaloOIlyl0 HCKJIIOUeHHMe u3 0a3oBoro Habopa Mep 3alUThl HHPOpPMALUU  Mep,
HEIOCPEACTBEHHO  CBSI3aHHBIX C HMH(OPMALMOHHBIMU  TEXHOJIOTMSIMH, HE HCIOJIb3YEMbIMH B
UHPOPMALIMOHHOM  cHcTeMe, WIH  CTPYKTYpHO-QYHKIMOHAJIBHBIMH  XapaKTEepUCTHKaMH,  HE
CBOMCTBEHHBIMU MH(POPMAIIMOHHON cCHCTEME);

YTOUYHEHHE aJaNTHUPOBAHHOTO 0a30BOro Habopa Mep 3amUThl HHGOpPMAIMU C YYETOM He
BbIOpaHHBIX paHee Mep 3aluThl MHGOpPMAalUU, NPUBEACHHBIX B TNpuioxkeHun N 2 K HaCTOALUM
TpeGoBaHusiM, B pe3yibTaTe 4Yero ONPEeAEsSIOTCS Mepbl 3amuThl HH(popMauu, olecreunBaromme
OJIOKMpOBaHKE (HEUTpaIM3aIMI0) BCEX yrpo3 0e30MmacHOCTH MH(OpMaIMU, BKIIOUEHHBIX B MOJIEIb YIPO3
6e30MacHOCTH HH(pOPMAIIUH;

JIOTIOJTHEHWE YTOYHEHHOTO aJalTHPOBAaHHOrO 0a30BOro Habopa Mep 3alluThl HHQOpMAIIU
MepaMmH, 00ecrieunBaloIIMMHU BINOJIHEHHE TpeOOBaHUi 0 3amuTe MHOOPMAIMK, YCTAaHOBICHHBIMA HHBIMU
HOPMAaTUBHBIMM MPABOBBIMU aKTaMH B 00JacTH 3alIUThl MHPOpPMAIMH, B TOM YHUCIE B 00JACTH 3alllUThI
NIEPCOHAJIBHBIX JaHHbIX.

Jns BbiOOpa Mep 3amuThl MHGOPMALMK Ui COOTBETCTBYIOIIETO Kijacca 3allUIIEHHOCTH
UH(POPMALIMOHHOM CHCTEMBI IPUMEHSIOTCS METOIMUECKUE JJOKYMEHThI, pa3pab0TaHHbIE U yTBEPXKACHHBIE
OCTIK Poccun B cooTBeTcTBUHM ¢ noanyHkTom 4 nynkra 8 [lonoxenus o denepanbHoil ciiyx0e 1o
TEXHUYECKOMY U DKCIIOPTHOMY KOHTPOJIO, YTBEepkAeHHOro Yka3zoMm IIpesunenra Poccuniickoit Penepanuu
ot 16 aBrycra 2004 r. N 1085.

22. B uH(QOpPMALMOHHOW CHUCTEME COOTBETCTBYIOILIETO Kiacca 3allMIIEHHOCTH B paMKax ee
CUCTEMBI 3aIIUTHl MHPOPMAIMK JOJKHBI OBITH pealn30BaHbl MEphI 3allUThl HH(OPMAILIUK, BEIOpAHHBIE B
COOTBETCTBUM C TyHKTOM 21  Hacrosmux TpeOoBanuit u  oOecrneunBarompe OJOKHMpOBaHUE
(HeWTpasn3alnio) Bcex yrpo3 6e30macHOCTH HH(OPMALIUH.
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[Ipuy »TOM B MH(MOPMALMOHHOM CHCTEME JOJKEH ObITh, KaKk MHHHMMYM, pealu30BaH
a/IalITUPOBAHHbIM 0a30BbId HA0Op Mep 3amuThl WHGOPMAIMK, COOTBETCTBYIOIIUI YCTAaHOBJICHHOMY
KJIacCy 3alUILEHHOCTH HH(OPMALIMOHHON CUCTEMBI.

Wndopmariust 06 H3MEHEHUSX:

Tpebosanusi donoanenvt nynkmom 22.1 ¢ 27 cenmsaopsa 2019 e. - [Ipuxaz @CTIK Poccuu om 28 mas
2019 2. N 106

22.1. B ciy4ae eciu MeEpBbI 3aIUThI nHdopmaIuu, peanr30BaHHbIC B
UH(POPMALMOHHO-TEIEKOMMYHUKAIIMOHHONW MH(PACTPYKType LEHTpa 00pabOTKH JaHHBIX, 00E€CIECUYNBAIOT
OyioKMpoBaHME Yrpo3 Oe3omacHOCTH HH(pOpPMAIUM, aKTyalbHBIX A (PYHKIHOHHUpYIOIIEH Ha ero Oase
UH(POPMALIMOHHOM CHCTEMBbI, TPUHATHE JOMOJHUTENBHBIX MEp 3alluThl HMHOOpPMALMU B JaHHOU
uH(pOpMallMOHHOM cucTeMe He Tpebyercs. [Ipu 3ToM MoIHOMOYUS B 4aCTH 3alIUThl THGOPMAIIUU TOJKHBI
ObITh  pacmpeleneHbl  MEXIy  ONeparopoM  HH(MOPMALMOHHOW  CHUCTEMBI W ONEpaTopoM
nH(GOPMaILMOHHO-TEJIEKOMM YHUKAIITMOHHON MHPPACTPYKTYphI LIEHTpa 00pabOTKH JaHHBIX.

23. TIpu HEBO3MOXKHOCTH peau3aiil B UH(HOPMAIIMOHHON CHCTEME B paMKaX €€ CUCTEMBbI 3aIllUThI
uH(pOpMaIIMK OTAETHHBIX BHIOPAHHBIX MEpP 3alUThl HHPOPMAIMK Ha dTanax ajanTtaiuu 6azoBoro Habopa
Mep 3amuThl WHGOPMAIMW WJIM YTOYHEHHUS aJalTUPOBAHHOTO 0a30BOro Habopa Mep 3alluThI
uH(bOpMallMl MOTYT pa3pabaThiBaThCs HWHBIE (KOMIIGHCUPYIOIIME) MEphl 3alluThl HH(pOpMAINH,
o0ecrieunBaroIIue aeKBaTHOE OJOKHpPOBaHUE (HEUTpaIM3aIiio) yrpo3 6€30MacHOCTH HHPOPMAIIHH.

B sToMm ciyyae B xozme pa3paOOTKH CHCTEMBI 3alIUThl HHPOpMAIMK WHGOPMAITMOHHON CHUCTEMBI
JIOJDKHO OBITH TPOBEIEHO OOOCHOBaHHME MPUMEHEHHS KOMIICHCHUPYIOIIUX MEp 3alluThl MHPOpMAaLuH, a
IPU aTTECTAIIMOHHBIX MCMBITAHUSIX OIICHEHA JOCTAaTOYHOCTh U aJ€KBATHOCTh JAHHBIX KOMIIEHCHUPYIOIIUX
Mep st OJIOKMPOBaHMS (HEUTpaIU3alun) yrpo3 6€30nacHOCTH UH(POPMALIUH.

24. Mepbl 3amuThl HHGOPMAIMU BBHIOUPAIOTCS U PEATU3YIOTCS B MH(DOPMALMOHHOW cHUCTEME B
paMKax ee CHCTEMBI 3alllUThl HHPOPMALIUU C YYETOM YTrpo3 0e30MacHOCTH WH(POPMAIUU MPUMEHUTEIBHO
KO BCEM 00BEKTaM M CyObeKTaM JOCTyIa Ha alnnapaTHOM, CUCTEMHOM, IPUKIJIATHOM U CETEBOM YPOBHSIX, B
TOM YHCJI€ B CPEJIe BUPTYAIN3allui U 00TaYHBIX BEIYUCIICHHH.

Wuopmarus 06 H3MEHEHHSIX:
Ipukazom @CTIK Poccuu om 15 ¢peepans 2017 e. N 27 nynxkm 25 uznodicer 6 HO80U pedaxKyuu

Cm. mexkcm nynkma 6 npeovioyujeli peoaxkyuu

25. OpraHu3allUOHHbIE MeEpbl W CpEeACTBA 3allUThl HMH(OpMANMM, TNpPUMEHSEMble B
MH(OPMaLMOHHON CHCTEME, TOJKHBI 00eCTIeYnBaTh:

B MH(OPMAIMOHHBIX cHUCTeMax | Kjacca 3alllMIIEHHOCTH - 3aIIUTy OT YIrpo3 Oe30MacHOCTH
uH(pOpMalK, CBI3aHHBIX C IEUCTBUSMHU HApYIIUTENEH ¢ BBICOKUM MTOTEHIIMAIOM;

B MH(OPMAIMOHHBIX CHUCTeMax 2 Kjacca 3alllMIIeHHOCTH - 3aIIUTy OT YIrpo3 Oe30MacHOCTH
uH(pOpMallnH, CBI3aHHBIX C IEUCTBUSAMU HapYIIUTENEH ¢ MOTEHIIMAJIOM HE HM)KE YCUIIEHHOTO 0a30BOro;

B MH(OPMAIMOHHBIX CHUCTeMax 3 Kjacca 3alllMIIeHHOCTH - 3aIlIUTy OT YIrpo3 Oe30MacHOCTH
nH(pOpMallnK, CBSI3aHHBIX C IEHCTBUSMHU HapyIIUTENEH ¢ IOTEHLIMAIOM HEe HUKEe 0a30BOroO.

[ToreHnMan HapylIMTENEH ONpEeAeNseTcs B XOJE€ OLEHKM HMX BO3MOXKHOCTEH, MPOBOAMMOH IIpH
OTpeNieJICHUH Yrpo3 Oe3omacHOCTH WH(OpMAIMM B COOTBETCTBHUU C IyHKTOM 14.3 HacTOSImIUX
TpebGoBaHwMiA.

OneparopoM MOXKET OBITH HPHUHITO pELIEHHWE O MPUMEHEHMM B HH(POPMAIMOHHON cHcTeMe
COOTBETCTBYIOILIIETO KJacca 3aIlMIIEHHOCTH MEp 3allMThl MHPOPMALUHU, O0OECIEYMBAIOIIUX 3AIIUTY OT
yrpo3 0e3onacHoCcTH HHGOPMAIUH, pean3yeMbIX HapyIIUTEIIMU ¢ 00Jiee BBICOKUM MOTEHIIUAIOM.

Wndopmarys 06 M3MEHEHHSAX:
Ilynkm 26 usmenen c 1 sneapa 2021 e. - Ilpuxkaz @CTIK Poccuu om 28 mas 2019 2. N 106
CMm. npedvloywyro pedaKyuio
26. Texnuueckre Mephl 3aTUTH HHHOPMAITUN PEATH3YIOTCS TTOCPEACTBOM MPUMEHEHHUS CPEACTB

3alUThl HH(GOPMAIMK, B TOM YHCJIE€ IPOrPaAaMMHBIX (IIPOrpaMMHO-AMIMAPaTHBIX) CPEJCTB, B KOTOPBIX OHU
pean30BaHbl, UMEIOINUX HEe00XoauMble pyHknu 6e3onacHocTH. [Ipu sTom:
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B HMH(QOPMALMOHHBIX CHUCTEMax | Kiacca 3alUIIEHHOCTH IPUMEHSIOTCS CPEICTBA 3alUThI
uHOpPMaLIUU HE HIKE 4 Kilacca, a TAaKXKe CPECTBA BEIYMCIIUTENILHOM TEXHUKU HE HIDKE 5 Kiacca;

B MH(QOPMALMOHHBIX CHUCTEMax 2 Kjacca 3allUIIEHHOCTH IPUMEHSIOTCS CpEICTBA 3allUThl
UHOPMALIMU HE HIDKE 5 KJlacca, a TAaKKe CPeACTBA BEIYUCIUTEILHON TEXHUKU HE HIDKE 5 Kiacca;

B HMH(QOPMALMOHHBIX CHUCTEMax 3 Kjacca 3allUIIEHHOCTH IPUMEHSAIOTCS CpEeACTBA 3allUThI
uHpopmanuu 6 Kiacca, a TAaK)Ke CpeACTBa BRIYUCIUTEILHON TEXHUKH HE HIDKE 5 KJlacca.

B undpopmannonHsix cucremax 1 kiacca 3allMIIEHHOCTH HPUMEHSIOTCA CEpTU(MHUIMPOBAHHBIE
CpeACTBa 3alIUThl MH(POPMALMHU, COOTBETCTBYIOUIMEe 4 WM Oojiee BBHICOKOMY YpPOBHIO JoBepus. B
MH(POPMALIMOHHBIX CHCTEMAax 2 Kjacca 3allUIIEHHOCTH NPUMEHSIOTCS CepTH(QULUPOBAHHBIE CPEICTBA
3alUThl HHQOPMAIHH, COOTBETCTBYIOIIHE 5 MK 0oJiee BHICOKOMY YPOBHIO oBepHsl. B nH(popManmoHHbIX
cucreMax 3 KJjlacca 3alllUIIEHHOCTH IPUMEHSIOTCS CepTU(QHUIMPOBAHHbIE CPEJCTBA 3AILUTHI HH(OPMALIUH,
COOTBETCTBYIOLIME 6 MU 00JIee BBICOKOMY YPOBHIO JOBEpHSL.

Kiaccsl 3a1uTel ¥ YPOBHHU JOBEPUS OIPEIEISIOTCS B COOTBETCTBUU ¢ HOPMAaTUBHBIMU IIPAaBOBBIMU
aktaMmu PCTOK Poccuu, m3naHHBIMH B COOTBETCTBUU € mnojarnyHkrom 13.1 nynkra 8 I[lomoxenus o
@denepanbHOil  ciayxk0e IO TEXHUYECKOMY U SKCIOPTHOMY KOHTPOJIO, YTBEPXKICHHOTO YKa3zoM
[Ipesunenta Poccuiickoit @eneparuu ot 16 aBrycra 2004 r. N 1085.

B uH(popManMOHHBIX  CHCTEMax  NIPUMEHSIOTCS  CpeIcTBa  3allMThl  MH(OpMaIuH,
CepTU(HUIMPOBAHHBIE HA COOTBETCTBHE O0S3aTENBbHBIM TPEOOBAHUSAM MO OE30MACHOCTH HH(GOpPMAIHH,
ycraHoBieHHbIM PCTOK Poccun, uiam Ha cOOTBETCTBHE TpPeOOBaHMSAM, YKa3aHHBIM B TEXHHUYECKUX
yCIOBHAX (3amaHusx 1o Oe3omacHocTH). Ilpu 3ToM (yHKIMHM 0E30MAaCHOCTH TAKUX CPEACTB JOJDKHBI
o0ecrieunBaTh BbINOJIHEHUE HACTOAMUX TpeGoBaHui.

Undopmarius 06 n3MEHEHUX:

Tpebosanusi donoanenvt nynkmom 26.1 ¢ 27 cenmsaopsa 2019 e. - [Ipuxaz @CTIK Poccuu om 28 mas
2019 2. N 106
26.1. I[Ipu npoeKTHPOBAHMU BHOBb CO3[ABAEMBIX WJIH MOJAECPHU3UPYEMBIX HH(GOPMAIIMOHHBIX
CUCTEM, UMEIONUX JOCTYNl K HH()OPMAIIMOHHO-TEICKOMMYHUKAIMOHHONW ceTu "MHTepHeT", IOKHBI
BBIOMPATHCS MAPIIPYTH3aTOPhl ~, CEPTU(HIMPOBAHHBIE HA COOTBETCTBHE TPEOOBAHUAM 110 6E30MACHOCTH
UHPOpPMaLKK (B YaCTH peaIM30BaHHbBIX B HUX (YHKIMI 0€301acHOCTH).

2 Tlymkr 4 rnaser Il Knaccudukauum cpeacTB MPOrPaMMHOIO, TEXHHYECKOTO OOeCTedeHus, paboT M yCIyr
(mpunoxenne N 2 Kk MeToAMYECKHM YKa3aHHAM 110 OCYLIECTBICHHIO ydeTa HH()OPMAIMOHHBIX CHCTEM H KOMIIOHEHTOB
MH(POPMALMOHHO-TEIICKOMMYHUKAIIMOHHOH HH(PACTPYKTYpHl, YTBEPXKACHHBIM IIpHKkazoM MuHkoMcBs3u Poccum ot 31 mas
2013 r. N 127).

Undopmairist 06 n3MEHEHHSX:
Ipuxazom @CTIK Poccuu om 15 ¢pespansa 2017 2. N 27 6 nynkm 27 @neceHbl UsMeHeHUs

Cm. mexem nyHkma 6 npeovioywei pedaxyuu

27. B cnyyae o0paOoTKu B MH(OpMaLIMOHHON cucTeMe HH(GOpMaIuK, COAeprKallel epcoHaIbHbIe
JIaHHbIE, peaju3yeMble B COOTBETCTBMM ¢ NyHKTamu 21 u 22 HacTtosmux TpeOGoBaHMI Mepbl 3allUThI
uH(popMaluu:

Juisi “THGOPMAITMOHHON cUcTeMbl | Kjacca 3amuiieHHOCTH oOecrneunBaoT 1, 2, 3 u 4 ypoBHHU
3alMIIEHHOCTH MEPCOHATBHBIX JaHHBIX (1);

Ui MH()OPMAIMOHHONW CcHUCTeMbl 2 Kjacca 3alluIleHHOCTH olecrneunBaroT 2, 3 U 4 ypoBHH
3alMIIIEHHOCTH MEPCOHAIbHBIX TaHHBIX*;

Ui MHGOPMALIMOHHOM cucTeMbl 3 Kjacca 3allMIIEHHOCTH o0ecrnednBaloT 3 U 4 ypOBHH
3alMIIEHHOCTH MEPCOHATBHBIX JaHHBIX*.

28. Ilpu ucnonp30BaHUM B UH(OPMAIIMOHHBIX CHCTEMaX HOBBIX WH(OPMAIIMOHHBIX TEXHOJIOTUN U
BBISIBJICHUH JIOTIOJHUTENIBHBIX yrpo3 0e30macHOCTH HMHGOpMAalWHU, Ui KOTOPHIX HE OMNPEIENIEHbl MEpHI
3aUThl  MHGOpPMAIMK, JOJDKHBI pa3paldaThiBaTbCs KOMIIGHCHUPYIOIIME Mephl B COOTBETCTBHUHM C
MyHKTOM 23 Hactosumx TpeGoBaHMiA.
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(1) YcranaBnuBaercs B COOTBETCTBUU C TpeOoBaHUSAMU K 3alIUTE NIEPCOHANBHBIX JAHHBIX IIPU UX
00paboTke B MH(OPMAIMOHHBIX CUCTEMAaxX IEPCOHANBHBIX JAHHBIX, YTBEPXKAECHHBIMU I10CTAHOBIECHHEM
[IpaBurensctBa Poccuiickoit @eneparyu ot 1 Hostopst 2012 1. N 1119.

IIpuaoxenne N 1

k TpeboBanusM o 3amure nHpopManum,

He COCTABJIAIOLIEH IOCy1apCTBEHHYIO TaliHYy,
cojiep Kalleicsl B TOCY1apCTBEeHHBIX
HH(OPMANMOHHBIX CHCTEMAaX

OmnpenesieHue Kjiacca 3alMIIEHHOCTH HHPOPMAITMOHHON CHCTEMBI

C u3MeHeHHSIMH H JAOIMOJTHCHUAMM OT:

15 despans 2017 .

Undopmaris 06 n3MEHEHUAX:
Ipuxazom @CTIK Poccuu om 15 ¢peepans 2017 2. N 27 6 nynkm 1 Hecenvl usmeHeHus

Cm. mexkcm nynkma 6 npeovioyujeli peoaxyuu
1. Knacc 3amumenHoctn nHpopmanmonHoit cucreMsl (riepsBbiii kinacce (K1), Bropoit kimace (K2),
tpetuit knacc (K3)) ompegensiercss B 3aBUCHUMOCTH OT YpOBHsS 3Haunmmoctu uH(opmanuu (Y3),
oOpabaTbiBaeMOii B 3TOH WH(POPMALMOHHOW cUCTeMe, W MaciuTaba HHGOPMAIIMOHHONH CHCTEMBI
(penepanbHBIA, perHOHATBHBINA, OOBEKTOBBIN).

Knacc 3amumennocty (K) = [ypoBeHb 3HAYMMOCTH HHPOPMAITUH; MACIITA0 CUCTEMBI |.

Undopmaris 06 n3MEHEHUAX:
Ipuxazom @CTIK Poccuu om 15 pespana 2017 2. N 27 6 nynkm 2 6Hecernvl usMeHeHUs]

Cm. mexkcm nyHkma 8 npeovloyujeti peoaxyuu
2. VYpOoBeHb 3HAYMNMOCTH HWH(POPMAIUU OIPEIENseTCs CTENEeHbI0 BO3MOXKHOTO ymiepOa Juis
obnamarenss wuHbopMmanuu (3aKkazuuka) W (WIM) oOmepaTopa OT HapylleHHs KOH(UIECHIIMAIBHOCTH
(HermpaBOMepHBIE JIOCTYI, KOMHPOBAHWE, TIPEIOCTABICHHE WM PACIpPOCTPaHEHHE), IEIIOCTHOCTH
(HempaBOMEpHbIE YHMUYTOXXEHHWE WU MOAH(PHUIMPOBAHUE) WM JOCTYIMHOCTH (HEMpPaBOMEpPHOE
0JI0KMpOBaHKE) UHPOPMALIH.

V3 = [(koHbUAEHIINATBEHOCTD, CTETICHB YyIiep0a) (IIeT0CTHOCTh, CTENEeHb yiepoa) (A0CTYIHOCTD,
CTerneHb ymiepoa)],

/i€ CTENeHb BO3MOXKHOTO yIepoa onpenensercsa odbnaaarenemM nHGpopMaruu (3aKa3qyuKkom) U (1)
OTIEPATOPOM CaMOCTOSITEIHLHO IKCIIEPTHHIM MM MHBIMH METOJIAMHU U MOXKET OBITh:

BBICOKOH, €ClM B pe3yidbTaTe HApYIICHHUS OJHOTO W3 CBOMCTB 0e30macHOCTH HWH(OpMaNUU
(koH(MUIEHIIMATEHOCTH,  IEJIOCTHOCTH, JOCTYITHOCTH) BO3MOXHBI  CYIIIECTBEHHBIC  HETaTHBHBIC
MOCIIEACTBHSI B COLIMATBHON, MOIUTUIECKON, MEXKIYHAPOIHON, SIKOHOMUYECKOH, (PMHAHCOBOW WM MHBIX
oOnacTsx JesTeNbHOCTH M (uiau) wuHGopManuoHHas cucremMa u (wiM) omnepatop (oOnanarensb
uH($OpPMAIIMK) HE MOTYT BBITIOJIHATH BO3JIOKEHHBIC HA HUX (DYHKIUY;

CpemHeH, ecnu B pe3yibTaTe HaApYIICHUS OJHOTO W3 CBOWCTB 0€30MacHOCTH HH(POPMAINH
(KOH(pUACHIINATHLHOCTH, [IETOCTHOCTH, TIOCTYITHOCTH) BO3MOXHBI YMEPEHHBIE HEraTUBHbBIE MMOCIIECTBUS B
COITMATPHOM, TOJMTHYECKOW, MEXIyHAPOAHOW, SKOHOMHUYECKOW, ()MHAHCOBOW WM HHBIX OOJIACTIX
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JeATeTLHOCTH U (Win) nHpOopMaImoHHas cucteMa u (wim) oneparop (o6mamarens nHGopMaun) He MOTYT
BBITIOJHSATH XOTsI ObI OIHY M3 BO3JIOKCHHBIX Ha HUX (DYHKIIUIA;

HU3KOW, eciau B pe3ylbTaTe HapylIeHHs OJHOTO U3 CBOWCTB 0Oe30macHOCTH HH(pOpManuu
(KOH(UACHIMAIBHOCTH, IEJIOCTHOCTH, JOCTYIMHOCTH) BO3MOXHBI HE3HAYUTEIbHBIE HETaTUBHBIC
MOCIIEACTBHS B COLUATBHON, MOJUTUUYECKON, MEXIYHAPOIHOM, S5KOHOMUYECKOH, (PMHAHCOBOW WJIM MHBIX
obnacTsax JesTeNbHOCTH | (wiu) wuHGOpMAlMoHHas cuctemMa U (wim) omepatop (oOmamatenb
nH(}OpPMaIlMK) MOTYT BBIMOJIHATH BO3JIOKEHHbIE HA HUX (DYHKIIMH C HEAOCTAaTOYHOU 3(h(HEKTUBHOCTHIO WU
BBINOJIHEHUE (DYHKIIHI BO3MOYXHO TOJIBKO C MPUBJICYCHUEM JIOTIOIHUTEIBHBIX CUJI U CPE/ICTB.

Nudopmarnys umeeT BRICOKUN ypoBeHb 3HAUUMOCTH (Y3 1), eciu XoTst OBl JJIs1 OTHOTO M3 CBOMCTB
6e3omacHOCTH MHpOpMaUuU (KOH(PHUIESHIMATBHOCTH, ETOCTHOCTH, JOCTYIIHOCTH) ONpEIeNieHa BBICOKAs
creneHp ymepoa. Mapopmanms umeeT cpeaauii ypoBeHb 3HaunMocTd (Y3 2), ecinu XOoTs Obl 111 OAHOTO
U3 CBOWcTB Oe3omacHocTH wuHGOpManuu (KOH(PHUIECHIMAIBHOCTH, IEIOCTHOCTH, JOCTYITHOCTH)
orpeziesieHa CpellHsAs CTENeHb yiiepda U HET HU OJHOrO CBOMCTBA, JUIsl KOTOPOTO OINpezesieHa BhICOKas
crenieHb ymiepOa. Mupopmanus nmeer HU3KUK ypoBeHb 3HauuMocTd (Y3 3), eciu I BCEX CBOWCTB
6e3omacHocTH MHGopManuu (KOHPHUACHINATHLHOCTH, LEIOCTHOCTH, JOCTYIMHOCTH) ONpEAeNeHbl HHU3KHE
CTEeNeHu yiepoa.

[Tpu oOpabGoTke B MHGOPMAIMOHHON cHUcTeMe ABYX M Oosee BUAOB MHbopManuu (ciyxeOHas
TaifHa, HAJIOrOBasl TallHa M HWHBIE YCTAHOBIICHHBIE 3aKOHOAATEILCTBOM Poccuiickoit denepanuu BUIbI
uH(pOpMaIlMK OTPAHUYEHHOTO JOCTYyIa) YPOBEHb 3HAUUMOCTH HH(popmanuu (Y3) onpenensTcs: OTASTbHO
Ui Kaxaoro Buaa uHpopmarmu. MTOTOBBI ypOBEHb 3HAYMMOCTH HH(poOpMaimu, oO0padaTeiBaeMoil B
UH(GOPMALIMOHHON CUCTEME, YCTAaHABIMBACTCS MO0 HAMBBICIIMM 3HAYEHUSIM CTETICHH BO3MOKHOTO yiiepoa,
OTIpeNIeICHHBIM U KOH()MICHIMAIBHOCTH, IEIOCTHOCTH, JOCTYMHOCTH HH(OpMAIMM KaXKIO0TO BHIA
uHpopmanuu.

3. Nudopmannonnas cuctema umeer QenepaibHbIi MacmTad, ecid OHa (YHKIMOHHPYET Ha
tepputopun Poccuiickoit ®enepauuu (B npenenax ¢eaeparbHOro OKpyra) M HMEET CEerMEHTHl B
cyobekrax Poccuiickoit denepannu, MyHUIUTAIBHBIX 00pa30BaHUAX U (MIIH) OPraHU3aIUX.

WudopmaninonHass cucTteMa HMEET pEeruoHalbHbIA MacmTad, ecniu oHa (QYHKIMOHUPYET Ha
tepputopun cyownekra Poccuiickoit ®denepaniun U HUMEET CETMEHTHI B OJHOM WJIM HECKOJbKHX
MYHUIIUTIATBHBIX 00pa30BaHUAX U (MJIM) TIOJIBEJOMCTBEHHBIX U MHBIX OPraHU3aIUsX.

Nudopmarmonnas cucrema uMeeT 00beKTOBBIN MaciTad, eciii oHa GYHKIIMOHUPYET Ha 00BbEeKTax
OZIHOTO (hefepanlbHOTO OpraHa TOCYIApCTBEHHOW BIIACTH, OpraHa TOCYAAapCTBEHHOW BIIACTH CyOBEKTa
Poccuiickoit @enepanum, MyHUIIMNIAILHOTO 00pa3oBaHus U (WJIKM) OpraHU3alliid U HE UMEET CETMEHTOB B
TEePPUTOPUATBHBIX OpraHax, IpeICTaBUTEeNbCTBAX, (Pprinanax, moaBEAOMCTBEHHBIX U MHBIX OpTraHU3aIUsIX.

Wndhopmarust 06 n3MEHEHHSX:
Ipuxazom @CTIK Poccuu om 15 ¢pespana 2017 2. N 27 6 nynkm 4 6Hecervl usmeHeHs.

Cm. mexkcm nyHkma 8 npeovloyujeli peoaxyuu
4. Knacc 3anuiieHHOCTH HHPOPMAIIMOHHON CUCTEMBI OTIPEIETISETCS B COOTBETCTBUU C TAOJIMIICH:

YpoBeHb 3HAUNMOCTH Macmrad HHPOPMAIIMOHHON CHUCTEMBI
nHhopManuu DenepanbHbII PernonanbHbIin OOBEKTOBBII
¥31 K1 K1 K1
¥32 K1 K2 K2
¥33 K2 K3 K3

Wudopmanust 06 U3MEHEHUIX:

IIpuxazom @CTOK Poccuu om 15 ¢pespans 2017 2. N 27 npunodicerue uzioriceHo 8 Hogol peoaKyuu

Cm. mexkcm npunodxcenus: 8 npeovioyujel peoakyuu

14.10.20222
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coJep:kalleiicsi B rocy1apcTBeHHbIX
HH(OPMALMOHHBIX CHCTEMAaX

CocrtaB Mep 3alIUTHI HH(POPMAIIUU M UX 0a30BbIe HAOOPHI ISl COOTBETCTBYIOIEr0 KJIacca
3alUIIEHHOCTH NH(POPMALMOHHOM CHCTEMBI

C u3MeHeHHMSIMH U I0MIOJTHEHUSIMH OT:

15 despans 2017 .

VYcnoBHOE Mepb! 3a1UTH HHPOPMAIIIH B Knaccel 3amumensoctu
o0o3Ha4YeHHE MH(OPMALIMOHHBIX MH(GOPMAIIMOHHON CUCTEMBbI
U HOMEpP MEpHI CUCTEMAX 3 2 1

I. UnenTudgukanus u ayreHTU(PUKALNSA CyOBEKTOB 10CcTyNna U 00beKTOB HocTyna (MAD)

HNAD.1 Wnentudukanus u ayTeHTHPUKAIUS + + +
I10JIb30BATENEH, ABIAIOIMXCSI pAOOTHUKAMU
oreparopa

NAD.2 WNnentudukarus u ayTeHTHPUKAIAS + +

YCTPOﬁCTB, B TOM YHUCJIC CTAllTUOHAPHBIX,
MOOMJILHBIX U MOPTATUBHBIX

NAD.3 VYnpasrenue uaeHTu(HUKaToOpaMu, B TOM YHCIIe + + +
CO37]aHu€e, IPUCBOCHHE, YHUUTOXKEHUE
UICHTHU(PHUKATOPOB

NAD .4 VYnpaBieHue cpecTBaMu ayTeHTH(PUKAINN, B + + +

TOM 4HCJIe XpaHeHHe, BblJjaua,
WHULIMATI3a1Ms], OJIOKUPOBAaHUE CPEJICTB
ayTeHTU(UKALMU U IPUHATHE MEp B Cllyyae
yTpaThl U (WJIN) KOMIIPOMETALUU CPEICTB

ayTeHTU(UKALUU

NAD.5 3amura oOpaTHON CBS3U MU BBOJIE + + +
ayTeHTU(UKAMOHHON MH(pOopMalluu

HNAD.6 Wnentudukaius u ayTeHTHPUKAIUS + + +

10JIb30BAaTENeH, HE ABISIOUINXCS PAOOTHUKAMU
orneparopa (BHEIIHUX M0JIb30BaTese)

NA®D.7 WNnentudukanus u ayreHTUPUKAIUST 00BEKTOB
¢ailnoBoii cucTeMBI, 3aIyCKaeMbIX U
HCIOJIHAEMBIX MOJyJIel, 0OBEKTOB CUCTEM
yIpaBiieHUs 0a3aMU JJaHHBIX, 0OBEKTOB,
CO3/1aBa€MbIX MMPHUKJIAJHBIM U CHEIUAIbHBIM
IPOrpaMMHBIM OOecrieueHHueM, MHBIX 00BEKTOB
J0CTyna

I1. YnpaBienue noctynom cyobekToB A10cTyna k oobekram aocryna (YIII)

VIII.1 VYnupasnenue (3aBeieHUE, aKTHUBAIINS, + + +
OJIOKMPOBAaHUE U YHUUTOKECHHE) YUETHBIMU
3aIMCSAMHU I10JIb30BaTeICH, B TOM YHCIIE
BHEIITHHX IT0JIb30BaTeICH

VIIA.2 Peanuzanusa He0OXOIUMBIX METOIOB + + +
(IMCKpEeMOHHBINA, MAaHJATHBIN, POJIEBOW MU
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WHOW METOJT), TUTIOB (YTEHHUE, 3aIHCh,
BBITIOJIHEHUE WJIM UHOMW THUI) U MPABUJIT
pasrpaHHyYCHHS JOCTyIa

VI3

VYnpasnenue (puiabTpanus, MapmpyTH3aIus,
KOHTPOJIb COEIMHEHUH, OJJHOHAIIPABJICHHAS
nepeaaya U UHbIE CIIOCOOBI YIIPaBICHHS)
MH(GOPMALIMOHHBIMH TOTOKAMH MEX]Y
yCTpOHCTBaMHU, CETMEHTaMHU MH()OPMAITIOHHON
CHCTEMBI, a TAKXkKe MEXJly HH(OPMAILIMOHHBIMU
CUCTEMaMH

V1.4

Paznenenne momHomMounii (poseit)
MOJIb30BaTENICH, aIMUHICTPATOPOB U JIMII,
obecrieunBarOIIMX (PyHKITMOHUPOBAHHE
MH(OPMAIIMOHHON CUCTEMBI

VIS

Haznauenne MUHUMAJILHO HGO6XOI[I/IMBIX IpaB
U [IPUBHJICTHI MTOJIb30BATEISIM,
AAMUHUCTpATOpaM M JIMLaM,
o0ecreunBarOIUM (QYHKIIMOHUPOBAHHE
UH(OPMAIIMOHHOMN CHCTEMBI

VIIA.6

OrpanuyueHre HEYCIENIHbIX MTOMBITOK BXO/a B
MH()OPMAIMOHHYIO CUCTEMY (JIOCTYIIA K
MH()OPMAITMOHHON CHCTEME)

VIIJL 7

[Ipenynpexaenue moib30BaTeNs Ipu €ro
BXO/i¢ B MH(OPMALMOHHYIO CUCTEMY O TOM,
9TO B HH()OPMAIIIOHHOHN CHCTEME
peanr30BaHbl MEPHI 3aIIUTHl HHYOPMALIUH, U O
HEOO0XOAUMOCTH COOITIOJICHUS UM
YCTaHOBJICHHBIX OIIEPaTOPOM IIPABHI
00paboTKu nHGOpMauu

VITA.8

OnosenieHne Noab30BaTENS MOCIIE YCIEITHOTO
BX0/1a B UHQOPMAIIMOHHYIO CUCTEMY O €r0o
IpebIAYIIEeM BX0€ B MHPOPMALMOHHYIO
CUCTEMY

VIIA.9

OrpanunueHue yucia napauiebHbIX CEaHCOB
JOCTYIIA JUIsl KaXKJA0W YYETHOW 3aluCH
110J1b30BaTeNs UH(OPMAILIMOHHON CHCTEMBbI

VIIZ10

biioxupoBanue ceanca qocTyna B
MH(POPMALMOHHYIO CUCTEMY TOCIIEe
YCTaHOBJIEHHOT'O BpEMEHH Oe3/1eHCTBUs
(HEaKTUBHOCTH) MOJIb30BATENS UITH 110 €T0
3arpocy

VIIA11

Paspemenue (3anper) aeicTBuii
MOJIb30BaTENEN, PA3PEIICHHBIX 10
WICHTH(UKAIINI U ayTeHTU(DUKAITNH

VII/I.12

[Tognepxka u coxpaHeHne aTpuOyTOB
6e3omacHoCTH (METOK 0€301acHOCTH),
CBSI3aHHBIX ¢ HH(GOpMaIMell B poliecce ee
XpaHeHHs U 00paboTKu

YIIA.13

Peanuzanys 3amuiieHHOro YAAJICHHOI'O

14.10.20222
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J0CTyIa CyOBEKTOB JIOCTYIa K 00bEeKTaM
JOCTyIa Yepe3 BHEIIHNE
WH(POPMAIIMOHHO-TEJICKOMMyHUKAITUOHHBIC
CeTH

VIIJL.14

PersnamMenTanus 1 KOHTPOJIb UCIOJIb30BaHUS B
MH(POPMALMOHHOM CUCTEME TEXHOJIOTHiA
0ecpoBOIHOrO AOCTYIa

V15

PernamenTanus u KOHTPOJIb UCIIOIB30BAHUS B
MH(OPMALIMOHHON CUCTEME MOOUITBHBIX
TEXHUYECKUX CPEJICTB

VIIZ16

VYpasieHue B3auMOICHCTBUEM C
MH(OPMALIMOHHBIMU CUCTEMaMU CTOPOHHUX
opranu3anuii (BHeIIHre nH(pOpMaHOHHBIC
CUCTEMBI)

V17

OOecrnieueHne JOBEPEHHOM 3arpy3KH CPEACTB
BBIUUCIIUTEIIbHOM TEXHUKHU

II1. Orpann4yenne nporpammuoii cpeasi (OIIC)

OIIC.1

Ynpasienue 3amyckoM (0OpalieHusMu)
KOMITOHCHTOB IIPOTPaMMHOTO 00ECIICUCHMS, B
TOM YHCJIE OTIPEICIICHUE 3aITyCKaeMBbIX
KOMITOHCHTOB, HACTPOWKA IMapaMeTPOB 3amycKa
KOMIIOHEHTOB, KOHTPOJIb 32 3aITyCKOM
KOMITOHCHTOB IIPOTPaMMHOTO 00€CIICUCHHS

OIIC.2

VYrpapiieHue yCTaHOBKOU (MHCTAILISIUECH )
KOMITOHEHTOB ITPOTPAaMMHOTO 00€CTICUeHUsI, B
TOM YHUCJIE OTNpe/IelIeHne KOMIIOHEHTOB,
MO/IJICKAIUX YCTAHOBKE, HACTPOIKa
MapaMeTpOB YCTAHOBKH KOMITOHEHTOB,
KOHTPOJIb 32 YCTAHOBKOM KOMIIOHEHTOB
MPOrPaMMHOTO O0ecTieueHus

OIIC.3

YcTaHoBKa (MHCTAIIISALUS ) TOJIBKO
Pa3peIIeHHOr0 K UCIOIb30BaHUIO
IIPOrpaMMHOTO oOecrieueHus u (W) ero
KOMIIOHEHTOB

OIIC.4

VYnpasiieHue BpeMEHHbIMH (ailiaMu, B TOM
YHCIIE 3allPET, Pa3peleHUE, IEpEHANpPaBICHHUE
3aMMcH, yJaJleHue BpeMeHHbIX (ailsioB

IV. 3ammra mammuHHbIX HocuTeieil nHgopmauun (3HU)

3HU.1

VYder MalMHHBIX HOCUTENIeH nHpopManuu

+

3HU.2

VYnpaieHue 10CTYIOM K MalllMHHBIM
HOCHUTEJISIM MHPOPMALIUU

+

3HU.3

KoHTposs nepeMenienns MalmmHHBIX
HocuUTeNel HH(OpMaIUK 3a IIpeesbl
KOHTPOJINPYEMOHU 30HBI

3H.4

Hckntouenne BO3MOKHOCTH
HECaHKITMOHUPOBAHHOTO O3HAKOMJICHHSI C
coJiep>kaHueM HHPOpPMAIUH, XpaHIIIEHCs Ha
MaITUHHBIX HOCUTENSX, U (MJIH)
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WCIOJIb30BAaHUS HOCUTENEH HHPOpMAIIUH B
WHBIX THPOPMAITMOHHBIX CUCTEMAX

3HU.5

KonTtposs ucnonszoBanus uaTepdeiicoB BBoa
(BbIBOJIA) MH(OPMAIIMH HA MAIIMHHBIC
HOCUTENIM UH(OopMauu

3HI.6

KonTtpons BBoJa (BbIBOAA) HHPOPMALIUU HA
MalllMHHbIE HOCUTEIN HHpOpMALUU

3HNU.7

KoHTposb MOAKITIOUEeHHS MAITMHHBIX
HocuTesel nHdopMaruu

3HN.8

YHuuToXeHHE (CTUpaHue) HHPOPMAIIMK Ha
MalIMHHBIX HOCUTEIISAX MPHU UX TIepeaayie
MEXy TOJIb30BATEIISIMH, B CTOPOHHHE
OpraHH3aIiy ISl PEMOHTA WM YTHIN3AINHY, a
TaKXKe KOHTPOJIb YHUYTOKEHHUSI (CTHPAHHS)

V. Perucrpanus cooniTuii 6e3onacuoctu (PCh)

PCb.1

OmnpeneneHne coOBITHI O€301TaCHOCTH,
MOJICXKAIUX PETUCTPALIMH, U CPOKOB UX
XpaHCHUS

+ +

PCB.2

Onpenenenne coctaBa U CoAEpKaHUS
nH(popMauu 0 COOBITHSIX 0€30MMaCHOCTH,
MOJUIeKANIUX PETUCTPAINN

PCb.3

COop, 3amuch ¥ XpaHeHHEe HHPOPMAITUHU O
COOBITUAX OE30MaCHOCTU B TEUEHUE
YCTAHOBJICHHOTO BPEMEHH XPaHCHHS

PCb.4

PearupoBanue Ha cOou Ipu perucTpanuu
COOBITHI 6€30M1aCHOCTH, B TOM YHUCIIe
anmaparHble U POrpaMMHbBIE OIIMOKH, COOU B
MeXaHu3Max coopa HHPOpPMALIUHU U
JTOCTHKEHHUE MPeIeia WIN NePeroTHEeHHS
o0beMa (EMKOCTH) aMATH

PCB. 5

MOHUTOPHHT (ITPOCMOTP, aHAJTIN3) PE3yIbTATOB
perucrpanuu coobITHI 0€30MaCHOCTH U
pearupoBaHue Ha HUX

PCB.6

I'enepupoBaHue BpeMEHHBIX METOK U (WJIN)
CUHXPOHHM3ALMsI CHCTEMHOTO BPEMEHU B
MH(OPMALIMOHHON CHUCTEME

PCB.7

3ammra HHPOPMAaLIUU O COOBITHIX
0e30macHOCTH

PCB.8

ObecnieueHrie BO3MOKHOCTH POCMOTpa U
aHaJin3a HHGOPMALIUU O JEHCTBUSAX OTAEIbHBIX
10JIb30BaTesel B MHPOPMALIMOHHOM CUCTEME

VI. AuTuBupycHas 3ammura (AB3)

AB3.1

Peanuzanms aHTI/IBI/Ipy0H0ﬁ 3alllUThI

AB3.2

Oo6noBNEHNE 0a3bl TaHHBIX IPU3HAKOB
BPEIOHOCHBIX KOMITBIOTEPHBIX IPOTrpaMM

(BUpYCOB)

VII. O6napy:xkenne sropaxenuii (COB)

14.10.20222

Cucrema TAPAHT

26/33


http://ivo.garant.ru/document/redirect/70391358/0
http://ivo.garant.ru/document/redirect/70391358/0
http://ivo.garant.ru/document/redirect/70391358/0
http://ivo.garant.ru/document/redirect/12148555/165
http://ivo.garant.ru/document/redirect/12136635/1000
http://ivo.garant.ru/document/redirect/12136635/0
http://ivo.garant.ru/document/redirect/70591518/0
http://ivo.garant.ru/document/redirect/12148555/165

[puka3 denepanbHOM CITyKOBI 10 TEXHUYECKOMY M 9KCIIOPTHOMY KoHTpoutto oT 11 despans 2013 r. N 17 "06...

COB.1

OO6HapyXeHne BTOPKCHHM

+

COB.2

OOHoBIIeHHE 0a3bl PEHIAIOIINX MTPABHI

+

VIII. KoutpoJs (ananau3) 3amumednoctu nugopmanun (AH3)

AH3.1

BrisiBnenue, aHanu3s ysa3BUMOCTEN
WH(OPMAIIMOHHON CUCTEMBI M ONIEPATUBHOE
YCTpPaHEHHE BHOBB BBISIBIICHHBIX YSI3BUMOCTEH

+

+

AH3.2

KoHTponb ycTaHOBKH OOHOBIIEHUI
MIPOrpPaMMHOTO OOeCTieueHusl, BKII0Yast
OOHOBJICHHE IPOTPAMMHOTO 00ECTICYCHHS
CPEJCTB 3alIUThl HH(POPMAIIUU

AH3.3

KonTtpons paboTocrnocoOHOCTH, TapaMeTpoB
HACTPOMKH U MPABUILHOCTH
(YHKIIMOHUPOBAHUS MPOTPAMMHOTO
o0ecreueH s ¥ CPEICTB 3aIUThI HH(POPMAIIUH

AH3.4

KonTpons cocraBa TEXHUUECKUX CPEICTB,
IPOrPaMMHOT0 00ECTICYEHHSI U CPEJICTB
3alUThl HH(GOpMAIHU

AH3.5

KoHTposb npaBui1 TeHEpaliui U CMEHBI
MapoJiey MOJIb30BaTENEH, 3aBEACHUS U
yllajdeHus YYeTHBIX 3aluceil oJIb30BaTeNeH,
peanu3anuu MpaBuil pa3rpaHuueHus JOCTYIIOM,
IMOJTHOMOYHH 10JIb30BaTeNIch B
nHGOPMAIIMOHHOHN CHCTEME

IX. Obecnieyenue ueJO0CTHOCTH UH(popManoHHOI cucTeMbl U HHGopmanuu (OLJI)

OLUL1

KoHTpo:1b 11€710CTHOCTH TPOTrPAMMHOTO
o0ecrnieueHus, BKIt0Yasi IporpaMMHOE
o0ecrnieuyeHne CpeJCTB 3alIUThl HHPOpMAIIU

+

_|_

OLUL.2

KonTpons nenoctnoctu nHpopmanuu,
cojiepkarieiics B 6a3ax JaHHBIX
MH(POPMAITMOHHON CUCTEMBI

OLJL.3

ObecnieueHrie BO3MOKHOCTH BOCCTaHOBIICHUS
MIPOrpaMMHOT0 O0eCTeueHusl, BKII0Yast
IporpaMMHOe oOecrieueHre CPeICTB 3alUThI
nH(pOopMaluu, TPy BOZHUKHOBEHUU
HELITAaTHBIX CUTYaLUi

OLUL4

OO6Hapy>keHue U pearupoBaHue Ha
MOCTYIUIEHHE B MH()OPMAITMOHHYIO CUCTEMY
HE3aIpaIInBaeMbIX 3JIEKTPOHHBIX COOOIICHUH
(mucem, TOKYMEHTOB) U MHOM MH(pOpMAINH, HE
OTHOCSAIINXCS K QYHKITHOHUPOBAHHIO
MH(POPMAIIMOHHOM CUCTEMBI (3aIlUTa OT
crama)

OLJLS

KonTtpons conepkanus uHpopmaruu,
nepeaaBaeMoi n3 HHPOPMAITMOHHON CHCTEMBI
(KOHTEWHEpHBIN, OCHOBaHHBIN Ha CBOMCTBAaX
00BeKTa IOCTYIa, U KOHTEHTHBIH, OCHOBAHHBIN
Ha [TIOMCKE 3alPELIEHHON K Ilepeaayde
nH(OpPMAIIUY C UCTIOIb30BAHUEM CUTHATYD,
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MacoOK ¥ MHBIX METOJIOB), U UCKIIIOUECHHE
HEMPaBOMEPHOH mepenayn nHPOopMaluu 13
MH(OPMALIMOHHON CUCTEMBbI

OLUL6

OrpanuueHue npas M0J1b30BaTeNEH 10 BBOAY
uHpopMaluuu B MHQOPMAIIMOHHYIO CUCTEMY

OLUL7

KoHTponbs ToUHOCTH, TOTHOTHI U
NPaBUIBHOCTH JaHHBIX, BBOAUMBIX B
MH(OPMALIMOHHYIO CUCTEMY

OLUIL8

KoHTpoab ommb09HBIX JeHCTBHIA
0JIb30BaTeNei Mo BBOAY U (WJIH) Meperaye
nHbOpMALUU U TIPETYPEKIACHNE
10JIb30BaTesei 006 OMMOOYHBIX ACHCTBUSIX

X. Ooecneuenne gocrynmuoctu napopmanuu (OAT)

OAT.1

Hcnonb3oBaHue OTKaBOYCTOﬁqHBBIX
TCXHUYCCKUX CPCACTB

OAT.2

PesepBupoBaHue TEXHUUECKUX CPEACTB,
IIPOrpaMMHOT0 OOecreueHus, KaHAJIOB
nepenayu uHGopmauu, CpeacTB odecrneueHus
(GyHKIMOHUPOBAHUS HH(POPMAITMOHHON
CUCTEMBI

O/T.3

KonTtpons 6e30TKa3HOT0 (yHKIMOHUPOBAHUS
TEXHUYECKHUX CPEJCTB, OOHAPYKEHUE U
JIOKaJM3aIHsi OTKa30B (PyHKIIMOHUPOBAHHUS,
NPUHATHE MEP N0 BOCCTaHOBJICHUIO
OTKa3aBIIMX CPCACTB U UX TCCTUPOBAHUC

OJIT.4

Ileproguueckoe pe3epBHOE KONMPOBAHUE
nH(pOpMAIMY Ha Pe3epBHBIC MAITUHHBIE
HOCUTENIM MH(OpMaIuu

OJT.5

OGecrieueHre BO3MOKHOCTH BOCCTAHOBJICHUS
MH(OpPMAIIUU C Pe3ePBHBIX MAIIMHHBIX
HocuTeneil uHpopmanyu (pe3epBHBIX KOMU) B
TE€YEHHE YCTAHOBJIEHHOT'O BPEMEHHOTO
WHTEpBaJIa

ONT.6

Knacrepuszanus nuHGOpMaLMOHHON CUCTEMBI U
(u1n) ee CerMeHTOB

OJIT.7

KonTposb cocTosiHus 1 KadyecTBa
IIPEIOCTABIICHUS YIIOJTHOMOYEHHBIM JIULIOM
BBIUYHCIIUTENBHBIX PECYPCOB (MOIIHOCTEH), B
TOM YHCJIe 0 nepeade HHpopMaIum

XI. 3ammTa cpeasl Bupryanausanuu (3CB)

3CB.1

Wnentudukanus u ayreHTUGUKanus
CyOBEKTOB JIOCTyIa U OOHEKTOB JOCTYIA B
BUPTYaJIbHOU UHPPACTPYKTYpE, B TOM UHUCIIE
aJIMUHUCTPATOPOB YIPABICHHS CPEICTBAMU
BUPTYyaJIU3aIIH

+ +

3CB.2

VYnpasiieHue 10CTYIOM CyObEeKTOB JOCTyTa K
00BEKTaM JI0CTYINa B BUPTYaJIbHOU

MH(PACTPYKTYype, B TOM UHCIIE BHYTPU
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BUPTYAJIbHBIX MallIMH

3CB.3

Peructparnus coObITHii 6€30MaCHOCTH B
BUPTYaJIbHOU UHPPACTPYKTYpE

3CB.4

VYnpasnenue (puiabTpanus, MapmpyTH3aLHs,
KOHTPOJIb COEIMHEHHM S, OJJHOHAIPABJICHHAs
nepeaaya) NoToKaMu HH(POPMAIIUU MEXITY
KOMIIOHEHTaMU BUPTYyalbHON
UHPPACTPYKTYPHI, a TAKXKE IO IEPUMETPY
BUPTYaJIbHOW UHPPACTPYKTYPHI

3CB.5

JloBepeHHas 3arpy3Ka cepBepoB
BUPTYaIU3aI[UH, BUPTYATbHON MAITUHBI
(KoHTEHHEpa), CEPBEPOB YIIPaBICHUS
BUpTYyaJIM3aLUeH

3CB.6

VYnpasieHue nepeMenieHueM BUPTyanbHbIX
MalIvH (KOHTEHHEPOB) U 00pabaThIBaEMbIX Ha
HUX JaHHBIX

3CB.7

KoHTpoJIb 11€JI0CTHOCTH BUPTYAJIBHOM
UH(PACTPYKTYpPHI U ee KoHPUrypanuit

3CB.8

Pe3epBHOE KONMPOBAHKE TAHHBIX,
pe3epBUPOBAaHNE TEXHUUECKUX CPEJICTB,
IIPOrpaMMHOT0 O0OECIeueHUsl BUPTYalbHON
UHOPACTPYKTYPBHI, a TAK)KE KAHAJIOB CBS3H
BHYTPHU BUPTYaJIbHON HHPPACTPYKTYPbI

3CB.9

Peanuszanus u ynpasiieHuEe aHTUBUPYCHOMN
3alIUTON B BUPTYaJIbHOW MHPPACTPYKTYpE

3CB.10

PazOuenue BupTyanpbHON HHOPACTPYKTYPHI HA
CETMEHTHI (CeTMEHTHPOBAHNE BUPTYaTbHOMN
uHGPacTpyKTYypsl) Aist 00paboTKH
WHGOPMAIMY OTACITHHBIM ITOJIB30BATENIEM H
(unm) rpynnoi nojab3oBarenen

XII. 3amuTa TeXHUYECKHUX CPEACTB

(3TC)

3TC.1

3ammTa uHpopMaIuu, 00padaThIBaeMOi
TEXHUYECKUMHU CPEJICTBAMH, OT €€ YTEUKH I10
TEXHUYECKUM KaHallaM

3TC.2

Opranu3anus KOHTPOJIMPYEMON 30HbI, B
npezenax KOTOpOi NOCTOSHHO Pa3MeIIaloTCs
CTaLlMOHAPHbIE TEXHUYECKHUE CPE/ICTBA,
oOpaOaTeIBaromye HHHOPMALINIO, U CPEJICTBA
3alIUThl HH(pOPMAIIMH, a TAKXKeE CPECTBA
oOecnedyeHus QyHKIIMOHUPOBAHUS

3TC.3

KonTtpons u ynpasnenue Gpu3nyeckum
AOCTYIIOM K TCXHUYCCKHUM CPEACTBAM,
CpeAcTBaM 3allUThl HHPOPMALIUH, CPESICTBAM
obecrieueHrs PyHKITMOHUPOBAHMS, a TAKKE B
MOMEIICHUS M COOPYKEHUs, B KOTOPBIX OHU
YCTaHOBJICHBI, HCKITIOYAFOIIHE
HECAHKIIMOHMPOBAHHBINA (PU3NUECKUIN TOCTYI K
cpeacTBaM 00paboTKH HHPOpPMAIIHH,
CpeACTBaM 3aIIUThl HHPOPMALIUU U CPEJICTBAM
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obecrieueHrs (PyHKITMOHUPOBAHMS
MH()OPMAIIMOHHON CUCTEMBI M TIOMEIICHUS U
COOPYIKEHHsI, B KOTOPBIX OHU YCTAHOBJICHBI

(BO31EHCTBUI OKPYKAIOIICH CpeIbl,
HECTaOUIILHOCTH AJIEKTPOCHAOKEHHUSI,
KOHJIMLIUOHUPOBAHUS U MHBIX BHEITHUX
(hakTOpOB)

3TC.4 Pa3menienue yctpoiicTB BeIBOAA + +
(oToOpakeHnus ) MHGOPMAITUU, UCKITIOYAOIIIEE
€€ HECaHKIIMOHUPOBAHHBIN IIPOCMOTP

3TC.5 3amura OT BHEIIHUX BO3AEHCTBUN +

(3UC)

XIII. 3ammTa uHpOPMALMOHHOI CHCTEMBI, ee CPEJACTB, CHCTEM CBSI3U U Mepeaadyu JaHHbIX

3UC.1

Paznenenne B nHGOpMAIIMOHHON CUCTEME
(GyHKIMH TIO YIIPaBICHHIO
(aIMHUHUCTPHUPOBAHUIO ) HHPOPMAIIMOHHOMN
CUCTEMOM, YIIPaBJICHUIO
(aIMUHUCTPUPOBAHHIO) CUCTEMOM 3aILUTHI
nHbopmanuu, QyHKIUH 1o 06paboTke
nH(pOpMAaLIUY U UHBIX (PYHKINN
MH(GOPMAIIMOHHON CUCTEMBI

+

+

3UC.2

[IpenoTBpalieHNe 3aA€PKKU UIH MTPEPHIBAHUS
BBITIOJTHEHUS POLIECCOB C BBICOKUM
MIPHOPUTETOM CO CTOPOHBI MPOIIECCOB C
HU3KUM NPUOPUTETOM

3UC.3

ObecneueHue 3aMThl HHHOPMALIUH OT
PacKphITUs, MOAU(DUKALINY 1 HABS3bIBAHUS
(BBOJA JTOXKHOM MH(OpPMAIMK) TIpU €€
nepenaye (MOArOTOBKE K Mepeiade) mo
KaHaJlaM CBSI3U, UMEIOIIUM BBIXO/ 32 MPEIEbl
KOHTPOJMPYEMOI 30HBI, B TOM YHUCIIE
0ecIIpoBOJIHBIM KaHaJIaM CBSI3U

31UC.4

ObecrnieueHne TOBEPEHHBIX KaHajla, MaplIpyTa
MEX]y aAMUHUCTPATOPOM, M10JIb30BaTENEM U
CpeACTBaMU 3aIIUTHl HHPOPMAITUU
(pyHKIIMSIME G€30MACHOCTH CPENICTB 3AIUTHI
nHpopmanun)

3UC.5

3anpeTr HECAaHKIIMOHUPOBAHHOMN YAaJIEHHOU
aKTUBAaLlMU BUJEOKaMep, MUKPO(OHOB U MHBIX
nepudepuiHbIX YCTPOUCTB, KOTOPBIE MOTYT
AKTUBUPOBATLHECA YAAJICHHO, U OITOBCIICHHUE
noJib30BaTesel 00 aKTUBALUU TAKUX
YCTPOWCTB

3UC.6

Ilepenaya u KOHTPOJIb LIETOCTHOCTH aTPUOYTOB
6e3omacHoCTH (METOK 0€3011acHOCTH),
CBSI3aHHBIX ¢ MH(OpMaIUel, mpu oOMeHe
nHpopmManyen ¢ THBIMU HHPOPMAIIMOHHBIMH
cHCTEMaMH

3UC.7

KOHTpOJ'IB CaHKIMMOHWPOBAHHOI'O "
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HUCKIIIOYCHHUEC HCCAHKIITMOHHUPOBAHHOI'O
KCIIOJIB30BAHMS TEXHOJIOTUM MOOUILHOTO
KOJa, B TOM YHCJIEC pEruCTpanus CO6BITHﬁ,
CBSI3aHHBIX C MCII0JIb30BAaHUEM TEXHOIOT UM
MOOMILHOTO KOoJa, UX aHaJIu3 U p€arupoBaHueC
Ha HAPYyHICHUS, CBA3AHHBIC C UCITI0JIb30BAHUCM
TEXHOJIOIUI MOOHMIILHOIO KOoJa

3UC.8

KoHTposb CaHKIIMOHUPOBAHHOTO U
HCKIIIOYEHUE HECAHKLIMOHUPOBAHHOT'O
HCIIOJIBb30BAaHMs TEXHOJIOTUH IIEpelauu pedn, B
TOM YHCJIE PETUCTpaLHsl COOBITUH, CBSI3aHHBIX
C UCIIOJIb30BAaHUEM TEXHOJIOTUH ITepeaadn
peyH, UX aHaJIu3 U pearupoBaHUE Ha
HapyILIEHHUs], CBSI3aHHbIE C UCII0JIb30BAaHUEM
TEXHOJIOTUH Nepeaauu peuu

3UC.9

KoHTpoIIb CaHKIIMOHMPOBAHHON U UCKIIFOUYECHHE
HECaHKLIMOHUPOBAaHHOU NIepeadn
BUJICOMH(OPMALINH, B TOM YHCIIE€ PETHUCTPALIUS
COOBITHI, CBA3aHHBIX C NIepeaayeit
BUJICOMH(OPMALINH, UX aHAIN3 U
pearnpoBaHHE Ha HAPYILLIEHUs, CBSI3aHHBIC C
nepenavyeil BUICOnHPOpMaIuu

31C.10

[ToaTBepskaeHNE TPOUCXOKICHUS HCTOYHUKA
nH(pOpMaINH, TTOITy4aeMOH B IIPOLIECcCe
OIPEEIICHUS CETEBbIX aJPECOB 110 CETEBBIM
HMCHAM HUJIN OMMPECACIICHUA CETCBBIX UMCH I10
CETEBBIM ajJpecam

3UC.11

ObecneueHre NOUIMHHOCTH CETEBBIX
COEIMHEHMI (CeaHCOB B3aUMOJICHCTBUS), B TOM
YKCIIE AJIS 3aLIUTHI OT TOJMEHBI CETEBBIX
YCTPOMCTB M CEPBUCOB

31C.12

Hckimrouenne BO3MOKHOCTH OTPULIAHUS
0JIb30BaTeseM (pakTa OTHPaBKU UHPOPMAIUH
JPYTroMy IOJIb30BATEII0

3UC.13

NckmroueHne BO3MOXKHOCTH OTPULIAHUS
noJib30BarTesieM (hakTa MoTydeHus
nH(OpMaLIMU OT JPYTOTo NOJIb30BaTENs

31C.14

Hcnonb30BaHue yCTpOWCTB TEPMUHAIBLHOTO
JocTyna Juist 00paboTKH HH(OpMaLuu

3UC.15

3ammTa apxXUBHBIX (aiiIoB, MapaMeTpOB
HACTPOMKH CPECTB 3aIUThl HHPOPMAIHU 1
POrPaMMHOT0 00ECTICYEHHsSI U MHBIX JTaHHBIX,
HE NO/JIeKAIINX H3MEHEHHIO B ITpOIIecce
00paboTKK HHPOPMALIUU

3UC.16

BrisiBnenue, ananus v OJI0KMpOBaHUE B
MH(POPMAIIMOHHOM CUCTEME CKPBITHIX KaHAJIOB
nepenayu nHopmanuu B 00Xox1
peaTM30BaHHbIX Mep 3aIUThl HHPOpMauu
WM BHYTPU pa3pellieHHbIX CETEBbIX
IIPOTOKOJIOB
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3UC.17

Pazouenune nabopMaImOHHONW CHCTEMBI Ha
CETMEHTHI (CETMEHTUPOBAHHE
MH(POPMAIIMOHHOMN CHCTEMBI) U o0ecIieueHne
3aIUTHI IEPUMETPOB CETMECHTOB
WH(POPMAIIMOHHOMN CUCTEMBI

3UC.18

Obecneuenue 3arpy3Ku 1 UCIIOTHEHUS
MIPOrPaMMHOT0 OOeCTeueHus C MAITUHHBIX
HocuTeNel nH(OPMaIUK, JOCTYIHBIX TOJIBKO
JUIS YTeHUSI, U KOHTPOJIb EIOCTHOCTU JAHHOTO
MIPOrpaMMHOT0 00ecreyeHus

3UC.19

N3omsmus nporieccoB (BBINOTHEHNE
MIPOrpaMM) B BBIJICJICHHON 00J1aCTH AMSITH

31C.20

3amuTa 6eCrpOBOIHBIX COSAMHECHU,
NPUMEHSEMbIX B HH)OPMAITMOHHON CHCTEME

3UC.21

Hckimrouenne 1ocTyna nojab30BaTelrs K
uH(OpMalKY, BOSHUKIIEH B pe3ysbTaTe
JENCTBUAN MPEBIIYILETO MOJIb30BaTEIIs Yepes
peeCTpel, ONIEPaTUBHYIO MaMSITh, BHEIIHUE
3allOMUHAIOLINE YCTPOMCTBA U MHBIE 001IMe
JUIS IIOJIB30BATEJIEN PECYPCHI
MH(GOPMAIIMOHHON CUCTEMBI

31C.22

3anura THPOPMAIMOHHOW CUCTEMBI OT yTPO3
Oe3omacHoCTH HH(DOPMAIIMH, HATIPABIICHHBIX
Ha 0TKa3 B 00CIyXMBaHUH HHPOPMAIIMOHHON
CHUCTEMBbI

31C.23

3amuTa nepumeTpa (Pu3ndeckux u (Him)
JIOTUYECKUX I'paHull) UH(POpPMaLIMOHHON
CUCTEMBI IPU €€ B3aUMOICUCTBUU C MHBIMU
WHGOPMAIIMOHHBIMHA CUCTEMaMH U
MH(POPMALMOHHO-TEIEKOMMYHUKAITMOHHBIMU
CeTsIMHU

31C.24

HperameHHe CCTCBBIX COCI[I/IHCHI/Iﬁ 10 UX
3aBCPUICHUH HUJIX IO UICTCUCHHUH 3aJTaHHOT'O
OIepaTopoM BPpEMCHHOI'O UHTCPBAJIa
HCAKTUBHOCTHU CECTCBOI'0O COCANMHCHUA

3UC.25

Hcnonb3oBanue B ”HGOPMAITMOHHOMN cHCTEMeE
WJIM €€ CeTMEHTAaX Pa3JINYHbIX THUIIOB
00IIeCUCTEMHOT0, MPUKIIAJTHOTO U
CIEIMAILHOTO MPOTPAMMHOT0 00eCTIeUCHHUS
(cozanue reTeporeHHol cpeibl)

3UC.26

Hcnons30Banne NPUKIATHOTO U CIENUATIBHOTO
IPOrPaMMHOT0 0OecrieueH ], UMEIOIINX
BO3MOXXHOCTh ()YHKITMOHUPOBAHHUS B Cpesiax
pPa3JIMYHBIX ONEPALMOHHBIX CUCTEM

3UC.27

Coznanue (AMyJSIus) JT0KHBIX
MH(OPMALIMOHHBIX CUCTEM HIIH UX
KOMITOHCHTOB, ITPECAHA3HAYCHHBIX IJIA
OoOHapyKEeHHsI, PETUCTPAIINH U aHAIHA3a
JEWCTBUM HApYIIUTENEH B MpOLIecce
peanuzanuu yrpo3 6€30macHOCTH HHPOPMAITIH
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3UC.28

BocnpousBenenne 10XKHBIX U (M) CKPBITHE
MCTHHHBIX OT/AEIBHBIX HHPOPMALMOHHBIX
TEXHOJIOTHH U (UJTHN)

CTPYKTYPHO-() YHKIIHOHAIBHBIX XapaKTEPUCTUK
MH(OPMALIMOHHON CUCTEMBI HIIH €€ CETMEHTOB,
o0ecrieynBaroIee HaBA3bIBAHHE HAPYITUTEIIO
JIO’KHOTO MPEACTABIEHUSI 00 UCTUHHBIX
MH(POPMAIIMOHHBIX TEXHOJIOTUAX U (MIIN)
CTPYKTYpPHO-() yHKIIMOHAIIbHBIX
XapaKTepUCTHKAX HH(POPMAITMOHHON CHCTEMBI

31UC.29

[lepeBon MHPOPMALIMOHHOW CUCTEMBI UJIH €€
YCTPOICTB (KOMIIOHEHTOB) B 3apaHee
OTIpEICIICHHYIO0 KOH(PHUTYpAIHIO,
00eCTIeYNBAaOIIYI0 3alIUTY HH(pOpMaIUy, B
cllydae BOZHUKHOBEHUH OTKa30B (cOOEB) B
cCHCTeME 3aIUThl HH(pOpMaIIH
WHGOPMAIIMOHHON CUCTEMBI

31C.30

3ammuTa MOOMIIBHBIX TEXHUYECKUX CPEJICTB,
MIPUMEHSEMBIX B HH()OPMAIITMOHHON CHCTEME

"+" - Mepa 3amuTh HHGOpPMAIUU BKIFOUeHa B 0a30BbIi HAOOP Mep Al COOTBETCTBYIOIIETO Kilacca
3alMIIEHHOCTH UH()OPMAITMOHHOM CUCTEMBI.

Mepbl 3amuThl MHGOpMAIMU, HE 00O03HAYCHHBIC 3HAKOM "+, MPUMEHSIOTCS TPU aJaNTaIiH
6a3oBoro Habopa Mep U YTOUHEHUHU aJanTHpPOBaHHOrO 0a30BOro Habopa Mep, a TakKe MpHU pa3padoTke
KOMIICHCUPYIOIIMX MEp 3alluThl HH(QOpMAUK B HHPOPMAIIMOHHOW CHCTEME COOTBETCTBYIOIIETO Kjacca

3aIUIIEHHOCTH.
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